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«Poctenekom-Conap» —
rapaHTng Knéepbes3onacHoOCTH




«Poctenekom-Conap» Ha pblIHKE Knbepobe3onacHOCTH
3awuwaem undpoBoe dyaylee Poccuun

Ne'T 1600+ 750+

Ha PbIHKE CEPBNCOB IKCNepTOB

opraHmsaumm
KnbepbesonacHOCTH no KnbepbesonacHoOCTH X 4

nopg 3awnToun

24/7 600+ 160+ v

obecneyeHne peann3oBaHHbIX aHanM3npyemblx
KnbepbesonacHOCTH NpPOEKTOB B rof COObITUN B CYTKM

t Poctenekom
Conap




«Poctenekom-Conap» - rapaHTus knbepbesonacHOCTH

Mbl o6ecneynBaem 1 rapaHTMpyem Haw komnnekcHbin noaxopq, FLaGleNEEN
Knbep6esonacHoOCTb L:Xelolg-1z 17k 1NZI0 B cebs aHanu3 yrpos, npegoTBpalleHne

OT Marnoro 6usHeca 0o deneparnbHbIX OpraHoB BTOPXEHMW, NMOCTPOEHNE U 3KCMNyaTauno CUCTEM
BnacTu. Hawm TexHonormm n pacnpeneneHHole Knbepbe3onacHOCTH, YTO AaeT HaM BO3SMOXHOCTb
NO BCEW CTPaHe LEHTPbl KOMNEeTEHUNN NO3BONSIOT HEeCTU OTBETCTBEHHOCTb 3a 3aLUNTy OT

HamMm paboTaTb B pexunme 24/7. COBPEMEHHbIX KNOepyrpos.
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[1na opraHos [1ng kKoMmepyeckmnx [ns HaceneHus
BlacTu KOMMNaHuu

EQvHasa Touka OTBETCTBEHHOCTM [lapTHEpP, rOTOBbLIN LleHTp aKcnepTmabl 1 MOMOLLHUK
3a knbepbe3onacHOCTb LUPPOBOU B3ATb OTBETCTBEHHOCTb NO MNOBbILLEHNIO KNOEPrPaMOTHOCTH
TpaHchopMaLun OpraHoB BracTu 3a Knéepbe3onacHOCTb KOMNaHnm N 3alLNTEe OT UHTEPHET-Yrpo3

t Poctenekom
Conap




C60p AaHHbIX N KOHCAaNTUHI

TexHonormnm
N MHCTPYMEHTbI 3alnThl

AHanus 3almnLeHHOCTM 1 NpoBeaeHme
TECTUPOBAHUI Ha MPOHNUKHOBEHME

KOHCanTuHr 1 KOMMAEKCHbIA ayguT CUCTEM
6e30nacHoOCTI

PaspaboTka cTpaTtermm pasBuTtms
Knéep6e30nacHOCTN 1 AOPOXHOWN KapTbl

BbicTpanBaHune npoLeccos
knéepbesonacHoOCTH

Ob6ecneveHne coOOTBETCTBMSA
TpeboBaHNSIM PErynaTopoB

[dnarHocTnyeckmin MOHUTOPUHT

OueHka TekyLero CoCTosAHNS
knbepbesonacHOCTU B OpraHu3aumm

* 3awwuTa nepumeTpa, paboumx CTaHUMN,
©a3 gaHHbIX, MOYTbl, NPUIOXEHUI
n Beb-cepBnCoB

* 3awmTa KaHanoB CBSA3U
* 3awmTta NyonnyHbIX 1 rMbpunaHbIX 06N1aKoB

* YnpaBneHne 0OCTynom
K NHGOPMALMOHHbIM CUCTEMAM
n ayTeHTudmKaums nonb3oBaTtenem

*  3awmTa OT BHYTPEHHUX yTeuek

* BbicTpauvBaHMe npoueccoB 6e3onacHom
pa3paboTku

[NocTpoeHne KOMNAEKCHOWM 3almTbl Ha 6ase
COBCTBEHHbIX NPOAYKTOB, cepBMCOB Solar MSS
N peLeHnn CTOPOHHUX NapTHEpPOB

KomnnekcHbin nogxopn «Poctenekom-Conap»

[MloaTBEpPXOEHHAA FOTOBHOCTb K OTPaXeHMIo knbeparak

ObecneyeHune

Knbepbe3onacHOCTH

YnpaBneHue knbepbe3onacHOCTbIO

3awmTa OT BCex BMOOB KubepaTak,
MOHUTOPWHI NHUNOEHTOB

AHanns yrpos n3 BHeLHeN 06CTaHOBKM
KoMMNneKcHbIN KOHTPONb 3alULWLEHHOCTH

[poBeaeHWe knbepydeHnn ons
cneumannucToB no kmbepbesonacHOCTH

[NoBbiweHMe kBanupukaumm um
OCBEOOMJIEHHOCTN COTPYOHMKOB

TexHn4yeckas nopgaoepxka n
conpoeoXxgeHne cpencTB 3allnThl

ObecneyeHne knbepbesonacHOCTU
¢ nomoubto Solar JSOC - ueHTpa
NPOTUBOAENCTBUS KnbepaTakam

BbicTpanBaHe apXnTekTypbl Knbepbe3onacHOCTH
C y4eTOM OU3HEeC-NPOoLECCOB OpraHn3aumm

Poctenekom
Conap




YrnyoneHHasa akcnepTtmsa no kKnbepobes3onacHOCTU

INyywine komneTeHUMM Mo NPOTUBOOENCTBUIO KMbepaTakam

3awmTa oT atak noboro
YPOBHS CMTOXHOCTM

« 300+ oTpaxeHHbIx atak
npodeCcCcnoHanbHbIxX
knbepnpectynHukos B 2021 rogy
cunamm akcnepTtoB Solar JSSOC

PerynspHbin o6meH
nHopmaunen ob atakax

+ C poccumnckmmm
N MEXOYHaPOOHbIMY OpraHn3auusmMm
(FinCert, TocCOIMKA, HKLIKI)

+ lNopknoyeHne Kk akTyanbHbIM 6a3am
yrpos

KcnepTr3a U NOCTOSHHOE N3yYeHne
HOBbIX YrpO3

CobcTBEHHAA nccnegoBartenbckas
nabopatopwusa Solar JSSOC CERT

ExenHeBHO akTyanmampyemas 6asa
Threat Intelligence

JlabopaTtopusa knbepbe3onacHOCTH
ACY TN

Myywne KoMneTeHUMN NO NOCTPOEHMIO U AKCMNyaTaunum CUCTEM KMbepbe3onacHOCTH

NcTopum ycnexa BO BCEX OTpacnsax
« Peannsaums npoekToB B OpraHn3aumnsx
noboro macwtaba

« [locTpoeHne cuctem
knbepbesonacHOCTN NO6Oro YpPOBHS
CNOXHOCTH

Jlyudwasa TexHunveckas
aKCnepTm3a Ha pblHKe

« CoOO6CTBEHHbIE NPOAYKTbI — NNAEPDI
B CBOMX CErMEHTaXx

« 2kcnepTusa no 160+ npoayktam um
pPeLeHnaM No knbepbesonacHOCTH

MHoroobpasmne cepBu1coB
Knbepbe3onacHOCTH

* YOoobHOEe 1 MrHOBEHHOE NOOKI/IOYEHNE

+ Bo3MOXHOCTb BbibOpa Habopa ycnyr
N CEPBNUCOB B 3aBUCUMOCTU OT
pelaemMbix 3agad

t Poctenekom
Conap



«Poctenekom» - KNIOYEBOW NapTHEP rocypapcTea
B LMdpoBmn3aumnm

«Poctenekom-Conap» - egmHasa To4ka
OTBETCTBEHHOCTMU 3a peann3auuio %
N CONMPOBOXAEHNE KOMMIIEKCHbIX MPOEKTOB .

no 6esonacHon uMpposon TpaHchopMaunmn -~ O
OpraHoB BNacTu 7 S



«Poctenekom» - KNOYEBOU NapTHEP
rocygapcTea B unpposusaummn

NeT

NOCTaBLMK peleHnn ang umbpoBomn
TpaHCcPopmMaumm opraHoB BacTu

Peannaauymsa maclutabHbIx AKTMBHas nogaepxka padboThbl ObecneueHne TpeboBaHUM
rocnporpamMm no NOCTPOEHNIO  KOMUTETOB MUHUMOPLI K FocCOIMKA «nog knou»
uMdpoBON MHOPACTPYKTYPbI OCTIK Poccun N NoCTpoeHune 6esonacHbix [NC

t Poctenekom
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PeweHne 3apgay rocygapCTBEHHbIX OpraHu3aunm

3a cyet

COOCTBEHHbIX pa3paboTok

° 3awwuTa oT yTeyek nHpopmaumm

* KoHTponb cobniogeHns Kogekca
3TUKM N CNYXEOHOro noBegeHus
cnyXawmx

* Peannsaumga nonmTmkmn
NCNONb30BaHNS CETU KUHTEPHET»

* YnpasneHue gocTyrnom
K MHQOPMAaLMNOHHbIM CUCTEMAM

* KoHTponb 6e30onacHOCTM Koga

3a cuert
COOCTBEHHbIX CEPBUCOB

PaHHee npepynpexaeHue,
BbISIBIEHVE U pearnpoBaHne Ha
KnbepaTtaku

OueHka p1CcKoB 1 ynpasneHue
YSI3BUMOCTSMMU

LLlndppoBaHne kaHanoB CBA3M

[NoBbiWweHne KBanndukaumu
N OCBEOOMITIEHHOCTU COTPYAHNKOB

3awmTa Beb-nopTanoB
N NPUNOXEHUN

3a cyet

UHTErpaunoOHHbIX yCnyr

KoMnnekcHbIn noaxod K peLweHmnio
3apay KnbepbesonacHOCTHU

3awmTa 'MC n nx atrectaund
B COOTBETCTBUM C TPEOOBaAHMAMMU
PErynsiTopos

3awmTa nepumeTpa, NT-
NHPPaCTPYKTYpPbIl, padboumx
cTaHuun, LO[O

ObecnevyeHne BbINONMHEHNS
TpeboBaHUM 3aKOHOOaTENbCTBA

Poctenekom
Conap




«PocTtenekom-Conap» - OTBETCTBEHHbIN NAPTHEP
B obecrnevyeHnn peanbHOn 3almnTbl BusHeca

«Poctenekom-Conap» - komaHaa,
KOTOopas NOHMMAaET, KaK yrpoa3sbl
KnbepobesonacHOCTH

OTpaXxatoTcs Ha AEATENbHOCTH
KOMMaHUW, 1 yMeeT nX npeaoTBpaLlaTtb




«PocTtenekom-Conap» - napTHep
B obecneyvyeHun 3awmnTtbl O3Heca

Puck-ueHTpupoBaHHbIN
noaxon

K obecneyvyeHunto 1 ynpaBneHuto

Knbepbes3onacHOCTbIO
CbanaHcupoBaHHOE YOoOOHbIN 1 NPOCTOM JOCTYN S PEKTMBHOCTL pacxogoBaHUS
NOBbILWEHNE YPOBHS K akcnepTunae «Poctenekom- CPEeACTB U BbICBOOOXAEHME
3aLLNLLEHHOCTWN, Conap» B pexume 24/7 pecypcoB Ans passmTus
COOTBETCTBYIOLLEE YPOBHIO BO BCeX pernoHax Poccum ounsHeca n UT

LI,I/ICI)pOBI/ISaLI,I/IVI KOMMaHnn

t Poctenekom
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PeweHne 3apga4y KOMMeEPYECKNX KOMMaHNN
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3a cuet
COOCTBEHHbIX pa3paboTok

3awuTa oT yTeyek nHpopmaumm,
BK/lOYAs KOMMEPYECKYIO TarHy

KoHTponb gencTeum COTpyaHNKOB
N NoBbiweHne 3GPEKTUBHOCTU UX
paboTbl

KoHTponb gocTtyna
K BEO-pecypcam

3awmTa oT BpeaoHocHoro 10
N HaBA34YMBOW peKnambl

[loNHOUEHHBIN KOHTPOMb JOCTyNa
K MHPOPMaLUMNOHHbIM pecypcam

ObecneyeHne npouecca
©e3onacHon pa3paboTku

3a cyer

COOCTBEHHbIX CEPBUCOB

PaHHee npepynpexaeHue,
BbISIBIEHVE W pearnpoBaHne Ha
KnbepaTtakm

OueHka pnCcKoB 1 ynpaBneHne
YSI3BUMOCTSIMU

[loBblWweHne kBanupmkaumm
N OCBEOOMITIEHHOCTN COTPYAHMKOB

3awuTa OHNnanH-CepPBMNCOB N BED-
NPUNOXEHUN

YnpasneHune
Knbepbe3onaCHOCTbIO

3a cyer
WHTErPaUMOHHbIX YCNyT

KoMnnekCHbIN noaxopn K peLeHmnto
3agad knbepbe3onacHoCTuU

PaspaboTka cTpaternm passutus
Knbepbe3onacHOCTH

3awuTta nepumeTpa, NT-
NHPPaCTPYKTYpPbI, pabounx
ctaHumn, LO[

3awuta bn3HeC-NPUIOXEHUN
N DaHHbIX

O6ecnevyeHne BbINONMHEHUS
TpeboBaHMM 3aKoHO4aTeNbCTBA

PocTtenekom

Conap



[TpopykToBbIM NopTdenb «PocTtenekom-Conap»
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Cepsuchbl

Solar JSOC - nepsbin

n kpynHenwum B Poccun
KOMMEPYECKUN LLEHTP
NPOTMBOOENCTBUS KnbepaTakam

Solar MSS - akocuctema
ynpaBnseMbIX CEPBUCOB
knbepbe3onacHOCTH

No Noanucke

i)

TexHonornm

Solar Dozor - npegoTBpalleHme
yTeuek nHdopmaummn

Solar webProxy — KOHTpO#b
OOoCTyna K Beb-pecypcam

Solar appScreener -
KOMMNAEKCHbIN KOHTPO/b
6esonacHocTn 10

Solar inRights - ynpasneHune

npaeamMin 0OCTynNna non b3oBaTenen

Solar addVisor — aHanutuka
nepcoHana ans
OpraHn3aunoOHHOro Pas3BnUTUS

NHTerpauus

Solar NHTerpauns

Peannzauma KOMNAEKCHbIX
NPOEKTOB
no KnéepbesonacHOCTH

KnbéepbesonacHOCTb O6BHEKTOB
KU n ACY TIM

KnbéepnonuroH

HaunoHanbHbI KN6EPNONNTOH -
NOBbILEHNE KBanMdrKaumnm
COTPYOHMKOB OTpacnu
Knbepbe3onacHOCTH

PocTtenekom

Conap



[TonHbIN LMK obecneYyeHns Knbepobe3onacHOCTH

Ayont
N NpmBeaeHne
B COOTBETCTBUE TPEOOBaAHUSAM

SkcnepTtnsa «Poctenekom-Conap»

EonHasa Touka OTBETCTBEHHOCTU
co cTopoHbl «PocTtenekom-Conap»

N NONHbIN KOHTPOJIb CO CTOPOHDI

PaspaboTka

l— cTparernu —l

VlHTeraLI,I/IOHHaFI MoLesb CepBI/ICHaFI MoLe b

TecTmnpoBaHune OTcnexvBaHmne buicTpoe
N3MEHEHUN noaknoyeHune
M
BHeopeHue [locTpoeHune YcTpaHeHue HenpepbiBHas
N HacTpoWkKa nedpuumTa gawmTa
pecypcos

t PocTtenekom
Conap

TexHunyeckas
noggepxka
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PeweHne 3apgady HauMoHanbHOro
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OpraHungdaums 6e3onacHOro MHTEpHeTa
B 45 O00 wkon no Bcen Poccum

CospaHune cncTemMbl 3aWwmTbl 49 NpegoCcTaBneHuns
©e30nacHOro MHTepHeTa B 0b6pasoBaTENbHbIX
yuypexaeHusax B 85 cybbekTax Poccunckon ®epepaunm

ObecneyvyeHne 6e30nacHOCTU YeMnuoHara
Mupa no ¢ytéony FIFA 2018

OkasaHune onepaunoHHbIX CEPBMUCOB
Knbepbe3onacHOCTM N obecneyeHmne
B3anmogencTens ¢ FocCOIKA Ha pa3nnyHbix 06bekTax

KomnnekcHaqa 6e3onacHOCTb
ana eHnpokypatypbl PO
Passmme N TeXHN4YeckKkad non,,u,ep>|<|<a 38LLI,I/1LLI,eHHOI;1

CEeTN No BCEN CTpaHe 1 obecneyeHne 6e30nacHOCTU
20 000 paboumx MecTt COTPYyAHMKOB BEAOMCTBA

MacluTaba

BesonacHocTb 'OcypapcTBEHHON egMHON
o6nadHomn nnatdopmebl (FEOI)
ObecneyeHne knbepbes3onacHOCTM Npu NepeBoae

NHPOPMaLMOHHbIX cucTeM peaeparnbHbiX OPraHoOB
ncnonHutenoHom snactu B [EOIN

3awmieHHas ceTb
onsa CynebHoro genaptameHTa

[locTpoeHmne 3alneHHON CeTN nepenaym JaHHbIX
MeXay reopacnpeneneHHbiMm naoLagkamm no BCeN
Poccun Bcero 3a nonroga

3awmta UT-undpactpyktypbl EaMHoro
NpaBUTENbCTBEHHOIO KOMMeKca

O6ecneyeHne 6e3onacHocTn NT-nHdpactTpykTypbl
oduncHoro 3gaHua un LUJOL B HOBOM eanHOM KOMMekce
ons depepanbHbiXx OPraHOB UCMOMHUTENbHOW BNacTun

t Poctenekom
Conap




PeweHue 3agayd KpynHenwmnx POCCUNCKNX KOMMaHUN

15

Camoe macwtabHoe BHeapeHue cucTembl
npepoTBpaweHmns yteyek B Coepe

O6ecneyeHne 6e3onacHOCTU MHGOPMaALMOHHbIX
aKTMBOB BCcex nogpasaeneHumn Coepa

Ha Tepputopun PO 1 MOHUTOPUHF
250 000+ paboumx cTaHUUN

3awmTta OT BHYTPEHHUX YyTEYeK psga
pervoHanbHbIX npeanpuatun «lFasnpoma»
BrHenpenune DLP-cuctemsbl Solar Dozor,
obecneumBaloLLLen KOHTPOMb KOMMYHUKaUUmn

COTpyaOHMKOB And MMHNMMnU3aunmn 3KOHOMNUYECKOI o
ywepba

LleHTp onepaTMBHOro ynpaefeHns u
pearmpoBaHusa Ha nHunaeHTbl «OCK EQC»

Komanpga Solar JSOC nomorna 3anyctutb LLOYP VB
B CXaTble CPOKM MO CEPBUCHON MOLENN
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3awmTta egMHON TeNeKOMMYHMKaLMOHHOMN
cetu anqa otaeneHun BTH
LleHTpann3oBaHHOE pa3MeLllEHME BCEX

NHPOPMALMOHHbIX CUCTEM 6aHKa B €ANHOM
gawmuweHHomMm T-npocTpaHCcTBE NO BCEN CTpaHe

CospaHue ueHTpa MOHUTOPUHra Knbeparak
ansa «TpybHom MeTannypruyeckon KoOMnaHum»
Co3paHHbIN LLEHTP OTCNEXMBAET Yrpo3bl 6€30NacHOCTH

N NpefoTBpaLllaeT atakm Ha MHGPACTPYKTYpPY BCEX
kntoyesbix npegnpuatnn TMK

Komnnekc cepsucos gnsa 3awmTbl
'K «CoppyxecTtBo» OT Knbeparak

«PocTtenekom-Conap» obecneynBaeT
knbepbe3onacHOCTb Ha BCEX 3Tanax:

oT HaCTpOVIKVI N MOHUTOPUHIra CNCTEM OO aKTUBHOTIO

NPOTUBOLENCTBMNA aTakam
t Poctenekom
Conap




PocTtenekom
Conap

LleHTpanbHbin opunc

125009, MockBa, Hukuntckum

nepeynok, /cl

+7 (499) 755-07-70
solar@rt-solar.ru




