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UHTepHeT-wN03 ¢ YyerT Tpachmka e KOHTpONb MHTEpPHET-NnoAkKNlo4YeHUsa o 3awumuTta cetu o IP-tenecgoHun

HNurepner Kontponas Cepep (MKC) - 3TO0 oTedecTBEeHHass MporpaMMHas
pa3paboTKa, MEXCETEBOM 5KpaH, B OCHOBE KOTOpPOrO HaJeXKHAas ONepalroHHas
cuctema FreeBSD.

HKC pemaer MHO)ecTBO IT-3ama4: oT obecnieueHus 3aliuThl KOPIIOPATUBHOM
CETH U JIaHHBIX JI0 HACTPOMKH CETEBBIX CEPBUCOB.

Bri6upas UKC, Bel nonyyaere:

o EnnHOE KOMIUIEKCHOE PEIIEHHE BMECTO LIEJIOr0 CTEKA IPOrpaMM.

o Y 100cTBO yCTaHOBKHM M HACTPOMKH, KOTOPbIE HE 3aiMyT OoJibie 30 MUHYT.

o KOoMIIJIEKCHYI0 ~ TEXNOAJEPKKY TIpU TECTUPOBAHMM W B IEPBBIM  I'OJ
UCIIOJIb30BaHUS.

bonee 10 000 cucTeMHBIX aJIMHUHUCTPATOPOB MO Bcell Poccuum yxke caenanu

cBoil BeIOOp B nosib3y MKC. Ouenure npeumyiiecTsa OT UCIOJIb30BaHUs, U Bbl!

Ckauath U nporectupoBath UKC GecmiiaTHo.

Jlemo-onJaiiH, nocmorpure narepderic UKC 10 ycTaHOBKH OIPOTrpaMMBI.

Oomaiitech ¢ kosieramu B Telegram-uate UKC.

JlaHHOe KoMMepYecKoe NpeasioxkeHne He ABNseTca odepTol (B cooTBETCTBMM €O CT.435 MK P®D) 1 He BneyeT 3a coboM
obasatenbctB 000 «A-Pean KoHcanTuHr» no 3ak/oueHmio JloroBopa Ha yC/10BMAX HACTOALLEr0 NPea/IoKeHUs.
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UHTepHeT

KOHTpO/1b

MEKCETEBOW 3KPAH HOBOI'O NMOKOJIEHMA

BkntoyeH B Peectp poccumckoro MO ans 3BM v b/

3awumTa KoHTposib VPN KoHTeHT Mpokcun

ceTu AocTyna IDS/IPS dunbTp cepsep

*  rapaHTMpyeT 6€30MacHOCTb CETM M AaHHbIX

35 AHEﬁ *  yBE/IMYMBAET NPOU3BOAUTENIbHOCTb COTPYHUKOB
6ecniaTHoOro *  06beAMHAET HYXHbIM DYHKLMOHAN B O4HOM UHTepderice
TECTHUPOBAHUA *  BbICTPO YCTaHAB/IMBAETCA B CETb JIOGOM apXMTEKTYPbI

" naTtym 6€30MacHOCTU OBHOB/IAIOTCA aBTOMATMUYECKM

" PYCCKOA3bIYHaAA TeXnogaeprKka

5OJIEE 10 000 KOMMAHMM UCNOJ/Ib3YHOT UKC B CBOEM CETU

:Dc 2003 rosa Ha pbiHKe IT-TeXHONor U
- Ne322 B Peectpe poccuickoro MO ana 3BM m b/l ‘

( ) TexXHoJIorMyeckoe napTHepcTBo ¢ Jlabopatopuel Kacnepckoro

— MHAMBUAYaJIbHblE TEX.CECCUMN ANA NOTEHUMAJIbHBIX K/IMEHTOB

‘ 3ALUMTA KOPTIOPATMBHOM CETM -

HALLA PABOTA

000 «A-Pean KoHcanTtuHr» (MHH 7606047112) / 8 800 555-92-97 / 8 901 052-77-19 (t.me, viber, whatsapp) / hello@a-real.ru / xserver.a-real.ru




000 «A-Pean KoHcantur» (MHH 7606047112) / 8 800 555-92-97 / 8 901 052-77-19 (t.me, viber, whatsapp) / hello@a-real.ru / xserver.a-real.ru

MmnopTo3amewieHue 3apybexxHoro MNO: BpemeHHaa mepa
WM peasibHblii LUAHC AN POCCUUCKUX pa3paboTtumnKkos codpra?

MmnopTo3amelyeHune nporpamm-
Horo obecneyeHns CTaNo KAOYEBbIM
dakTopom passuTUA it-oTpacan B Poccum
B8 2022 rogy. Yxon, C pblHKa KpPYMHbIX
3apyberKHbIX UTPOKOB NO3BOAMUN
OTeYeCTBEHHbIM  KOMMaHMAM  3aHATb
6onee npoyHble no3vuumM B chepe
KopnopatusHoro MMO.

CywecTBeHHble M3MEHEHUA KOCHY-
IMCb, B NEpBylD o4yepeab, pblHKa
MEKCETEBbIX 3KPaHOB, peLleHui Tuna
Unified Threat Management (UTM) wu
Next Generation Firewall (NGFW). Csoto
OEeATeNbHOCTb Ha Tepputopunm Poccun
NPUOCTAHOBUAM TaKME KOMMAHUM KaK:
Palo Alto Networks, CISCO, Fortinet, Trend
Micro, Forcepoint. TbicAYM KANEHTOB,
ocTaBwmecs 6es TEXHUYECKOM
noaAepKKM M [octyna K OoBHOBAEHUAM,
CTONKHYNIUCb C 3aa4Yel NOUCKA peLueHum
ANA MUrpagmm.

Bbibupaa poccuickoe MO ana nm-

NOpTO3aMeLLEeHMA Ba)KHO opueH-

TUPOBATbCA HA HECKO/IbKO OCHOBHbIX
KpUTepues:

* TEeXHMYECKME BO3MOXKHOCTU U QYHK-
umoHan Mo,

* 0COOEHHOCTM  JINUEH3UPOBAHUA U
CTOMMOCTb;

* Ha/MyMe  CEepPBUCHbIX LEHTPOB U

pernameHT OKa3aHUsA TeEXNOAAEPHKKU.

Mo oueHKe 3KcnepToB, npouecc
MMMopTO3ameLLeHunn NPOrpaMmmMmHOro
obecneyeHuna B Poccum mokeTt 3aHATb OT
6 mecsaues Ao roaa.

Mwurpaums ¢ 3apybexxkHoro O
06A3aTeNnbHO BKAOYaeT B cebA 3Tanbl:
cbop M aHanu3  uHbopmaumm o
NPeACTaBNEHHbIX OTEYEeCTBEHHbIX aHa-
norax; TecTupoBaHue NPOAYKTa;
BHEAPEHME B  KOPMNOPATUBHYK  CeTb;
obyyeHune it-cneumannctos pabote ¢
HOBbIM peLleHNEM.

Mpn 3TOM BaXHO MOHMMATb, 4TO
npouecc nepexoga ¢ ogHoro MO Ha
Apyroe  HEBO3MOXHO NPOU3BECTUM B
aBToMmaTMyeckom  pexume.  Kaxpoe
peweHue obnagaer CcBOMMM TOHKOCTAMMU
HaCTPOMKM n ocobeHHOCTAMM B
peanunsayum OTAENbHbIX Mmoaynen.
MoaTomy 0COBGEHHO  BaXHO, 4TOObI
BblbpaHHOE BaMMU poccuiickoe
nporpammHoe obecneyeHne BK/OYANO B
cebsn noapo6Hyto TEXHUYECKYIO
OOKYMeHTaLMto.

UHTepHer KoHTponb CepBep -
COBPEMEHHbIA POCCUACKUIN MEXKCETEBOM
3KpaH, MNO3BONANOWMNA KAYeCTBEHHO MU
ObICTPO  3aKpbITb  GONbWWHCTBO  it-
notpebHoOCTEN POCCUMCKMX KommnaHuih. C
nomowbio WKC Bbl  NE€rko  MoOXeTe
obecneynTb 3alLUTY KOPNOPATUBHOM CETH,
OrPaHMUUTL  AOCTYyN K OnpeaeneHHbIM
NHTepHeT-pecypcam, COeANHUTD
éunnanbl B eguHYy0 CeTb, HACTPOMUTb
YAANIEHHbIN [0CTYyn COTpyAHWKOB. Bcero
6onee 90 HeobxoguMMbIX GYHKUUN U
cepBuUCoB cobpaHbl B eaNHOM
UHTepodelice.




MexceTeBol 3KpaH MKC asnaetca
rotToBbiM pelleHMem pgas  MMNopPTo-
3amewieHua 3apybexkHoro [10. Kom-
NaHWKW, OCYLLECTBAAIOLIME Mepexos Ha
MKC ¢ aHanornyHbIX Nnporpamm, oTmeyatoT
Ha/inynme BCTPOEHHbIX CETEBbIX CEPBUCOB,
TAaKMX KaK nouta, ip-tenedpoHuna, daiino-
BbiIi W Beb-cepBep, a TakXe onepa-
TUBHOCTb M KayecTBO  TeXHMYECKOM
noaaepKKu.

NHuTtepHeTr KoHTponb Cepsep — 3TO
100% poccuiickaa pa3paboTKa, a 3HauuT,
caenas Bblbop B nonb3y UKC, Bbl morkeTe
ObITb yBepeHbl B TOM, 4YTO BHELIHWE
daKTopbl, TaKMe KaK Kypcbl BajloT W
CUTyauMa C WHOCTPaAHHbIMM BEHAOPaAMM,
He CKaxytcA Ha ctommoctn MO u ero
(YHKUMOHANbHbIX BOSMOMHOCTAX.

KntoueBoi npuHumn B paspaboTke
MKC — 370 ee apanTMpPOBAHHOCTb NoOA,
TEKylWy cuTyaumto B chepe uHPOp-
MaLMOHHOM 6e30nacHOCTM M BXxogAwMme
3anNpocbl OT K/AWEHTOB, YTO MNO3BOAAET
BbINYCKaTb perynspHble o6HoBneHuA MO u
OMepaTMBHO pPearnpoBaTb Ha BO3HMKalo-
wue it-yrposol.

B ocHoBe WHTepHeTr KoHTposnb
Cepsep cucrtema FreeBSD, wucnonb-
30BaHME KOTOPOW rapaHTUPYeT BbICOKUM
YPOBEHb  OTKA30yCTOMYMBOCTM W  CTa-
61nbHOCTb paboTbl. Mpouecc yCTaHOBKK U
HacTponkn WKC He 3aMmeT MHOro
BpeMeHMU C NOMOLLbIO roTOBbIX

BUAEO0YPOKOB.

R —

K apyrum ocobo Ba)KHbIM NPUYMHAM
BbIOOpa MexceTeBOro 3KkpaHa MKC ans
MMMNOPTO3aMeLLeHNSA NnporpammHoro
obecneyeHuna oTHOCATCA:

* WKC BKkatoueH B PeecTp poccuitckoro
NO ana 3BM u b/l (Ne322)

* 1roa noanepKkm becnnatHo

* Ha/Anume cobCcTBEHHbIX pa3paboToK
(kaTeropun Tpaduka Garnet Web Filter,
YTUAUTA aBTOPM3aUMM ANA  KOHTpoOAA
3anycKkaemblx NpuUaosKeHui Xauth).

Onsa Toro, 4Tob6bI NPOTECTUPOBATH
MHTepHeT HKoHTponb CepBep, HYXKHO
3anonHUTL  dopMy Ha  cauUte u
BOCNONb30BATLCA CCbIIKOM Ha CKaunBaHue
AMCTpMbYTMBA  Nporpammbl,  KoTopas
npuaeT B NMCbMe Ha YKa3aHHbIA BaMu e-
mail. B TeyenHme 35 pgHelt Bam bOyaer
AOCTyrMHa 6ecnnartHan NONHOQYHK-
umMmoHanbHana sepcma MKC n npuoputeTHas
TEXHUYECKas NoALepIKKa.

MopBoas MTOr XOYeTcs OTMETUTD,
4YTo MMMopTo3amelleHne B it coepe B
Poccun - 31O [0OArocpoyHbid npouecc,
Tpebyowmin 06a3aTeNlbHON  NOAAEPHKKM
CO CTOPOHbl TOCCTPYKTYP W  3aMH-
TepecoBaHHOCTU B nepexoae Ha
poccuitckoe MO co CTOpPOHbI NpeacTa-
BUTENEM 6u3Heca. Mpwn 3TOM,
CTabunbHOCTb paboTbl copTa M ero PpyHK-
LUMOHa/IbHble BO3MOMXHOCTU He [AOJIKHbI
yCcTynaTb 3apybeKHbIM aHasoram.

Bbibupaiite poccuiickoe MO ana
nmMmnopTosamelleHuns, Bblbupaiite WKC!

3ALMTA KOPMOPATMBHOW CETU -
HALLA PABOTA
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