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Mbi B undpax
MecTo y Angara Pentest Team KPYMHENLLMX MOCTaBLUNKOB peLleHui akcneptoB SOC
Ha HaumoHanbHOM KnéepnonunroHe, 2022 B cthepe Ub B Poccuu, TAdviser, 2022
KpynHenwmx NT-komnaHuin Poccuuy, B PENTUHIrEe cCaMbiX 6bICTPOPACTYLLMX CepTdurumnpoBaHHbIX
CNews, 2021 MT-komnaHuin, CNews, 2021 aKcrnepTtoB B o6nactu UMb
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ueHTpa MocCOlMKA knacca A. KOMIMbIOTEPHBIM aTaKaM, a Takxe

MOLUEHHN4YeCTBY B CETU MHTepHeT
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HanpaBneHus ycnyr
Angara Security
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OueHKa CooTBETCTBUSA AHanus
Ayout Ub  npuBefeHne 3aLLULLEHHOCTH
N KOHCaNTUHr K TpeboBaHMAM N neHTecT
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CospaHue cuctem BbicTpanBaHue npouecca CospaHue LEHTPOB
3almThl MHbOPMaLMM 6e30MacHow pa3paboTku FocCOMKA
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2 LI PEOYT
[loBepeHHass MoAynbHas
BblYMCNNTENbHAS
3 YnpaBneHue WHGpacTpyKTypa s
CospaHune 6esonacHomn Knbep6e3onacHOCTbIO pasmelleHns u 3awmTbl FUC,
CeTeBOI MHPPACTPYKTYpbI KoMMaHuu ncnawx, Knn
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JloBepeHHasa Moay/bHas
BblYMCUTENIbHAA MHPPACTPYKTYypa

ONA pa3MeLLeHUs 1 3aLLuUTbl
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MoBbICUTb YPOBEHb 3aLLULLEHHOCTU OT KubepaTak bt bbbl L JLIL LI

Komnnekc 3ameHsieT coboi 6onee 11 cpeacts e e Pl b b e e e
3aLUTbI MHDOPMALIMK, YTO NMO3BOJIAET 06ecnevYnTb NN TN RN N R R R
MaKCUMaJsibHbI YPOBEHb 3aLLULLEHHOCTH.

MMnopTo3aMecTUTb BbIYUCIIUTENbHYIO | —
UHPacTPYKTYpy U CpeACTBa 3alUTbl MHGOpMaLu St iee . ae
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Bce o6opygoeaHue u N0, Bxoasluee LR Y
B KOMJIEKC, — U3 peectpa MuHnpomTopra
N peecTpa poOCCUNCKUX NporpaMmm

CooTBeTCTBOBAaTb Tpe60BaHI/IF|M peryndTopa
n MexxayHapoaHbiM CTaHAapTamMm

CocTaB CpefcTB 3alnThl opmupyeTcs
B 3aBUCMMOCTM OT KaTeropmm 3Ha4MmMocCTy,
knacca / ypoBHs 3awumuieHHocTu UC.

OI'ITI/IMVI3VIPOBaTb 3aTpartbl

CoKpalleHue aKcrnyaTaLnoHHbIX 3aTpaTt
Ha 06cnyKuBaHe 060pyAoBaHUs 3a CUET
YHUDUKALMWN PELLEHWNI U UCMOJSIb3OBAHMS
NMpoBepPeHHOro 060pyA0BaHMSA POCCUNCKMX
MOCTaBLLMKOB.
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Bble3gHble paccnepgoBaHus MpepocTaBneHne peLeHni
U KoMNbloTepHas KpumuHanuctuka (DFIR) no mogenu SaasS

YnpaBneHue niumpeHtamu b ] [ LleHTp NocCOIKA knacca «A»

2@; BbisiBneHue u paccnepoBaHue PearnposaHue u DFIR

(U] nHuupeHtoB Nb
KpyrnocytouyHoe BbisiBJIeHME U pacciiejoBaHne Bo3MOXXHOCTb aKTMBHOI0 pearmpoBaHusa Ha
MHUMAeHToB Wb: OT BbiBNIEHNA NOL03PEHNA KOHTponupyembix xocTax (EDR). PaccnepoBaHue
Ha nHunaeHT b no onpeseneHna BeKkTopa WHUMOEHTOB C NMpuBJiIe4eHNEM 3KCIMepPTOB -
aTaku, OLEeHKU CTeNeHU BIINAHUA MHUULEHTaA (OpeH3NKOB yaNeHHO UK Ha obbekTe
1 Bblgayn peKkoMeHZaLunin no BOCCTaHOBNEHUIO 3akasuuka. [lpoBefeHne KpUMUHANUCTUYECKUX
6€30MacHOro COCTosIHUA MHPOPMALMOHHOM 3KCMepTns: oT cbopa YyNuK 40 COMPOBOXAEHUS
CUCTEMDI. B CyAe6HbIX NpoLieccax.
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TexHonoruyeckui cTek

MoHUTOpUHI —] Kommepueckui
Ha cepTM(ULNPOBAHHbIX LeHTp FocCOMKA
OTeYeCTBEHHbIX peLleHUsIX P

C60p paciumpeHHoit TenemeTpum WcnonbayeMble AJist OKasaHus Peanusauus Tpe6oBaHUii

C KOHEHbIX yCTPOUCTB Npi yCNyr NporpamMMHble peLleHns 3aKoHoaaTenbCTBa B cdhepe

Eggowé” peLueHms Enagca BKJ/IIOUEHbI B PeecTp obecneyeHns 6e30MacHOCTH

W GeésareHTckum coop oTeyecTBeHHoro M0 1 umetoT KW, B TOM uncne

C UCNoJib3yeMbIX CPEACTB cepTUdmMKaTbl COOTBETCTBUSA obecrneyeHne obMeHa

3awmTbl MHdopmauun (C3V). ®CTIK. uHdbopmaumeit ¢ HKLKM.

Bo3MOXHOCTb NOAKTIHOYEHUS

HeCTaHAapTHbIX MCTOYHMKOB.
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(Anti-Spam & Sandbox) a Hannume cnoXHbix yrpo3 (EDR & Sandbox)

[AHTMBMpyC Kak cepBM(D [Sandbox KakK cepsmc] [ NGFW kak cemec] [36UJ,I/IT3 oT DDoS-aTaa

3awuTa noytoBoro Tpaduka ] [MOHMTOpMHF pabouynx cTaHUU n cepBepoB
H

3aliuTa Beb6-canToB MoBbiweHne ocBeAOMNEHHOCTH
(WAF as a Service) (Antiphishing)
1) N
BbICTpO BKOUUTD E h CHM3UTb KanuTasibHble
Knébepsawury 3aTpaTbl
B 3aBMCMMOCTM OT BaLlen MHPpPaCTPYKTYpbI MopkntoyeHme cepBrca NO3BONAET U3bexaTb
noaksiroyeHne cepsncoB 3aHNMaeT 3aKYyrnokK o6opy,q0|3ava nnn J'IVILl,eH3VIl7I
Jo 1 mecaua. Ha NporpaMMHoe o6ecreyeHue.
J J

OnTuMuaunpoBaTb 3aTpaTbl
Ha aKcnyaTauuio

BbITb yBepeHHbIM
B CMCTEMe Knbepb6e30onacHoOCTH

Hawwm akcnepTbl 06nagatoT 60/1bLIMM OMNbITOM 3a aKkcnnyaTtayuio, MacliTabupoBaHue
paboTbl C CUCTEMaAMM Ha CaMblX PasHbIX M 0TKaA30yCTOMYMBOCTb CepBuUca OTBeYaroT
NHpPaCTPYKTypax, KOTOPbIN NOATBEPXKAEH akcrnepTbl Angara Security, 4To nonyyaeTtcs
cepTudukaTamm u 6narogapCTBeEHHbIMU BblrogHee HalMa KoOMaHAbl

nMcbMaMmMm. Knbep6e3onacHoOCTM B LUTAT.




[1pepnoXxeHun

BEHZI0pPOB

O6ecneyeHue 3awuTa 3awuTa
6e3onacHoCcTH KOHEYHbIX ToYeK OT LeneBbix aTaK

BesonacHocTb =~ Be3onacHOCTb
ceTeBOM KoHTponb nnatpopmbl
MH(ppaCcTPYKTYypbl AOCTYyNa K fJaHHbIM BUpPTYanu3aLum

be3onacHocTb be3onacHas 3awuTa
NPUIOXKEHUN pa3paboTka MH(pPaACTPYKTYpblI



KOHTaKTbI

' TiomeHb

MockBa, yn. Bacunucbl KoxuHon, 4. 1, K. 1
BL| «MNapk MNob6eabi»

+7 495 269-26-06

info@angarasecurity.ru




