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PA3PABOTYUK POCCUMNCKUX
OMNEPALUMOHHBIX CUCTEM

«AJ1bT»




HoMnaHua «bazanbet CMO» — pa3paboTyuK pocCUMCHKUX ONMepaLMOHHBLIX CUCTEM
«AnbT». PazpaboTka nporpammHoro obecneyeHun eefetca 6onee 20 nert.
Bce paspaboTtunku «bazanest CM0» ABnAoTcA YneHaMmun ALT Linux Team — MeagyHapoaHoMu

KOMaHbl pa3paboT4YMKOB.
B KoMnaHuu paboTaiT 6onee 120 uHKeHepoB, B YeTblpéXx oducax:

O6HMHCK | -ﬁgv Caparos ‘%\ ﬁi‘::;fsypr

KoMmnauua mMmeeTt nuueHsuu OCTIK Ha geATeNnbHOCTD:

no paspaboTKe U NPOM3BOACTBY CPEACTB 3allMThl KOHOUOEHUMaNbHOM MHGOpMaLUK;
no TeXHWUYeCKoM 3alimMTe KoHdUgeHUUaNbHOW UHGOpMaL UK.

(Per. N2 1612 1 3025 o1 16 ceHTabpa 2016 roga). JlnueHsnu gencTeyloT 6eccpoyHo.

«bazanbT CMO» BXOAUT B accoumnalum
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«Bbaszanbt CMO» eerogHo NpoBoAUT KOHpepeHUUU, NocBALLEHHbIe pa3paboTKe
U NPUMEHEHUIO 0TeYeCTBEHHbIX ONepaLMoHHbIX cucTeM U ceoboaHoro M0.
KoHdepeHuuAa paspaboTymKoB cBo6OAHBIX NPOrpaMMm.

KoHdepeHuua «Cl0 B BbICLLENH LLKOME».

Hay4Ho-npaKTu4eckana KoHpepeHunsa «0S DAY » («bazanst CMO» — coopraHusaTop).



BA30BAA PASPABOTKA U NPOrPAMMHBIE MNJNAT®OPMbI

Bce gucTpubyTUBLI ONepaLMOHHBIX CUCTEM OCHOBaHbl Ha CO6CTBEHHOM
pacnpenenéHHoi UH$pacTpyKkType paspaboTKu, UHCTPYMeHTapumn cbopku
u peno3utopuu «Cusud» (Sisyphus).

Penosutopuii nopaepueaetca «bazanst ClM0» u KoMaHZoM pazpaboTumn-
KoB ALT Linux Team u HaxoouTcA Ha TeppuTopuM U nopj opucankumen PO.
CotpyaHuku «basanest ClN0» npuHUMaIOT aKTUBHOE yYacTUe B MEHAYHapO4HbIX
npoekTax paspaboTku ceoboaHoro 0.

Ha 6ase penosutopua Sisyphus neproaunyeckn popmupyetca cTabunsHanA BeTKa (MporpamMmHan
nnatgopma), KoTopaA NoAAEPHUBAETCA B TeHEHWe ANUTENbHOO BpeMeHW U UCMONL3YeTCA B KayecTse
6a3bl 4NA NOCTPOEHWA AUCTPUBYTUBOB NMHENKM «ANbT». Ha NpoTAMEHWUM BCero *U3HEHHOro LuKna
NporpaMMHoi NnaTthopMbl B Hell UCNPABNAITCA KPUTUYECKME OLLMBKM, BbINyCHAOTCA 06HOBEHUA NO
6esonacHocTu. JTiobble M3MeHeHWA NonaaaloT B CTabUNbHYIO BETKY TONBKO
nocne 06A3aTenbHOro GyHKLMOHANBHOrO U PErpecCcUoHHOro TECTUPOBAHUA. -lD

B 2021 roay cbopmupoeaHa Hoeana [ecatas nnatdopma (Aronia). (NATIOOPMA
MpoayKTbl Ha 6a3se [JecaTo nnatdpopMbl BbinycKaloTcA ¢ aekabpa 2021 roga.

Pa3paboTKa onepauMoHHbIX cUCTEM «AnbT» BeAETcA ¢ 60/bLUMM BHUMaHUEM

K MX 6€30MacHOCTU, 3aLUULLEHHOCTU U HAAEHOCTH.

Be3onacHocTb onepauyMoHHBIX cUCcTEM «ANbT»

aBTOMAaTM3UpPOBaHHbIE CPeACcTBa U30MALUKU NPUNOHEHWIA, YYBCTBUTENbHBIX K CETEBLIM aTaKam;

ONA YMeHbLUEHUA BO3MOMHOCTE aTaku CUCTeMbl C HACTPOMKaMM Mo YMOJIYaHUIo NMPUMEHRAIOTCA
ynpemsgaoLune Mepbl 3aLwmThbl;

YHUKanbHbI aBTOMaTN3NPOBaHHbIN MeXaHW3M ynpasfieHnA GMKCUPOBaHHbIMU COCTOAHUAMM
KNo4eBblX 06bEKTOB 6€30MacHOCTM CUCTEMDI;

BO3MOXHOCTb paboTbl 6€3 oTHOYeHUA TexHonorumM SecureBoot, npegHasHa4veHHoOW gnA
3anpeTa 3arpy3Kku He4oBepeHHbIX OnepaLMoHHbIX CUCTEM Ha COBpeMeHHOM 06opyaoBaHuu;

onepaTUBHbINA BbiNycK 06HOBAEHWIA NpU 06HapPYHHEeHUU YA3BUMOCTEN.

HapémHocTb U pYHKLMOHANBHOCTD

COBMECTMMOCTb C POCCUMCKUM NpOrpamMMHbIM obecrieyeHreM U cpeacTBaMu 3aLlnThl UHGopMaLImu,
ceptuduumposaHHsiMu OCTIK n OCB Poccuy;

MexaHW3M yaanéHHoro o6HOBNeHUA onepaLnoHHOM CUCTEMBI;

rpaduyeckue cpecTea ynpaBneHUa CUCTEMOIA;

noaaepHKa rpynnoBbix NonUTUK goMeHa Active Directory.




Y LuctpubyTue npeacraenaeT cobon agpo Linux, Habop cucTeMHoro
' unpuknagHoro M0, 06beAMHEHHBIX MHCTaNNATOPOM (YCTaHOBLUMKOM).

OcHoBoW Bcex OUCTPUBYTUBOB «ANbT» ABNAETCA MoAynbHas
- cucTemMa ynpaeneHus Alterator**, cogeprkawias 6onee 100 monynei
. ANA KOHPUrypUpOBaHUA CUCTEMBI.

OucTpnbyTnBbl « ANbT» CNPOEKTUPOBAHbI C YYETOM BO3MOMKHOCTU
MHTerpauumn Mexay coboii. 3To No3BoONAET CTPOUTL MHPOPMALIUOHHBIE
cucTeMbl nioboro MaciuTaba, a TakKe obecneunsaeT paboTy B retepo-
reHHbIX ceTAX.

Ouctpubytuebl «bazaneT ClMO» BKNoYeHbl B EQUHBIN peecTp
POCCUMCKUX MPOrpaMM ONA 3NIeKTPOHHbIX BbIMUCUTENbHbIX MaLUUH
u 6a3 gaHHbIX (KpoMe Simply Linux).

Intel/AMD i586/x86_64, e2kv3/e2kva/e2kvb,

Anbt Paboyan cTaHuuA armh, mipsel*, aarché4

1292

AnbT Pabouan ctaHyua K* x86_64

x86_64, e2kv3/e2kva/e2kvs, aarchés,
AnbT CepBep ppcsble 1541

Intel/AMD i586/x86_64, e2kv3/e2kv4/e2kvb,
Anpt O6pazopaHue anrchbh 1912
AnbT 8 CI*, Intel/AMD i586/x86_64, e2kv3/e2kvé, aarchés, 4305
ceptudukat ®CTIK Poccum ppcééle (cepeep), armh (pabovan cTaHUuA)
Anbt Cepeep Buptyanusaumm x86_64, aarché4, ppcéile 6487

- ; Intel/AMD i586/x86_64, aarché4, armv7, S,
Simply Linux mipsel*, riscvé4

*Penuz(-bl) Ha 9-1 nnatdopme (Vaccinium).

B Tabnuue npencTaeneHbl AMCTPUBYTUBLI, OCHOBaHHbIE
Hak Ha [ecAToi, TaK 1 Ha [esAToi nnatdopmMax. **MoppobHee npo Alterator:
Penuskl Ha deeaToi nnatdopmMe 06o3Ha4eHsI 3863004KOMN. https://www.altlinux.org/Alterator_FAQ
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OUCTPUBYTUB AJIbT CEPBEP (N° B PEECTPE: 1541) al

CepBepHbIM AUCTPUBYTUB onepaunoHHOM CUCTEMBI Ha
6ase agpa Linux ¢ wnpoKo pyHKUNMOHANBHOCTLIO, MO3BO-
NALLWKWA NoaaepHnBaTh KOprNopaTUBHYID UHOPACTPYKTYPY,
a TaKxe pasnuyHoe nepudepunitHoe obopygoeaHue.

alt

cepBep

Cepeepbl 6a3 gaHHbIX
PostgreSQL, MariaDB
Web-cepsepbi ) -

MouToBble cepBepbl
Apache, Nginx Postfix, Dovecot

R ¥ &= | e " «AnbT CEPEEP» Alf L' ¥ l.” <
= npefocraenfeTt Y
CucrteMa pezepBHoOro : NosHbIN Habop 1 Cpepnctea anA -

ol CO3[0aHWA 3epKana

HOMWpPOBaHUA cepeepoB |~ .';_. mymﬁ OnA co3paHunA

U paboumnx cTaHUUM ' KOpMOPaTUBHOIA penozuTopuA AnA
nof ynpaeneHuem = o LleHTpanu3oBaHHoOro
Linux unu Windows i WH¢pa el obHoBneHUA

\n

; CepBep ceTeBoii < g . =
( 3arpysku ) ( Mpaduyeckan cpega ) LS

— ]‘ — IW e ——— | 4 :
. : KoHTponnep nomMeHa Active Directory
nomepmﬂoﬁ rpynnoBbIiX NONUTHUK

AnbT CepBep obecneuymMBaeT BO3MOMHOCTb CO3A4aHUA KOHTponnepa
AoMeHa 3 Tunoe




OUCTPUBYTUB ANNbT 8 CN (N2 B PEECTPE: 4305)

«Anbt 8 CI (penus 9)»* — onepauuoHHasa cuctema
[N CepBepoB M pabounx CTaHLMI CO BCTPOEHHbIMU Nporpam- an bT
MHbIMW CpeAcTBamMu 3alimTbl MHGopMauuu, cepTuduLmn- cn
poeaHHaa ®CT3K Poccum no 4 knaccy (MUT.0C.A4.N3).

B cooTBeTCTBMM C HOPMATUBHBIM NMPaBOBbLIM aKToM «TpeboBaHuA 6e3onacHocTU MHGOpPMaLIUK
K onepauuoHHbIM cuctemam» (OCTIK Poccuun, 2016), oUCTpUBYTUB MOXKET NPUMEHATHCA:

B FOCYQAPCTBEHHbIX  ififtme = i : B MH(OPMAaLMOHHBIX cUCTEMaX nep-
UHPOPMaLMOHHBIX o N ) coHanbHbIX AaHHBIX NpU Heobxoau-
cuctemax 1 Knacca D) e MocTu obecriedeHun 1 ypoBHA 3alum-
3alMLLEHHOCTH; ~= 1 LWEHHOCTH NepcoHanbHbIX AaHHBIX;

B aBTOMaTU3MpOoOBaHHbIX CUCTEMaXx B HHd}OpMaHMOHHbI X ana paﬁtrru €O cpefcTBaMu BUpTya-
ynpaBneHUA Mpou3BoACTBEHHbIMU cuctemax obuuero nusauuu (nopaepwuBaeTcA Ha npo-
W TEXHONOrMYECKUMU NMpoLeccamm nonb3oBaHusA ueccopax apxuteKTyp Intel x86_64,
1 Knacca 3alWnLLEHHOCTY; Il Knacca; AArché4 (ARMv8), ppcééle).

Mpeumywectea «AnbT 8 CIN (penus 9)»

Moppepka 7 annapaTHbIX NAaTQopM.

MNMopaepikKa cpencTe BupTyanusaunu ana x86_64, AArché4 (ARMv8), ppcéile.

MoanoeprKa LUMPOKOro criexkTpa nepudepuiiHoro obopyaosaHus 6narogapa agpy 5.4 (LTS).
Habop cepBepHbIx cny*Kb AnA KoprnopaTuBHOW MHGPACTPYKTYpLI 1 NpuKknagHoro 0.
MoopeprKa rpynnoBbIX NOSIMTUK NPU MHTerpaumMn B MHPpacTpyKTypy Active Directory.
MopayneHasa nnatdopma KoHGUrypupoBaHua ¢ rpadpuyeckuM v Beb-untepdericom (Alterator).
CoBMeCTUMOCTb C 0Te4eCTBEeHHbIM NporpaMMHbIM obecnedeHnemM™™.

CootBeTcTByeT [puKkazy OCT3K ot 30 niona 2016 r. N°131 no yeTBEpPTOMY YPOBHIO [OBEPUA.
OnepaTuBHbIW BbINycK 06HOBNEHWI no besonacHocTy.

PerynApHbie noBTOpHbIE cepTUOUMKALMOHHBIE UCTBITaHWUA.

*OcHoBsaH Ha 9-i nnat¢opme (Vaccinium).

Mudopmauua
0 AucTpubyTHBE

**Tabnuua coeMecTMocTi OC cemelcTea «AnbT» ¢ oTedecTeeHHsIM [10:
https://www.basealt.ru/fileadmin/user_upload/compatibility/comptab2.html




OUCTPUBYTUB ANIbT 8 CN (N2 B PEECTPE: 4305)

Ouctpubytus | ApXxuUTeKTyphl

«AnbT 8 CIN Paboyvas craHumnA»

Intel/AMD i586/x86_64, 3nbbpyc-4C/8C,
AArché4 (ARMv8), ppcésle (POWER)

«AnbT 8 CIN Cepeep» ! Intel/AMD i586/x86_64, 3nb6pyc-4C/8C,
AArché4 (ARMv8), armh (ARMv7)

Buptyanusauma B OC «AnbT 8 ClM»

OC «AnbT 8 CI CepBep» NpepocTaBnAeT cpeAcTBa BUPTyanusauui uHabop 0oNOAHUTENbHBIX

cny»6, BocTpeboBaHHbIX B UHPACTPYKTYpe BUPTYanu3aLum Nio6oi CIOMHOCTU U apXUTEKTYPbI.

1 Baszosbii runepeusop
(kvm, libvirt, gemu, virt-manager)
3 M0 gnAa opraHusaLmuK XpaHUIMLLA

==

pacnpefenéH- cepBep nogaepHKa
Hble ceTeBble ceTeBou iSCSI kax
daiinoeslie daiinosoi B KavecTBe
cucrembl CEPH CUCTEMBI K/IMEeHTa, TaK
u GlusterFS NFS M cepBepa

5 MO anA MoHWTOpUHra (zabbix,
prometheus)

2 HoHTelHepHan BupTyanusauua
(LXC, docker, podman, kubernetes)

4 I'IporpaMMHoe obecneyeHune ANA CeTH
G O O e O e

BUPTYanbHbIA Beb-

HAproxy,
< keepalived,
ceTeBOK cepeepbl
KOMMyTaTop Apache

fencing,
Open vSwitch v Nginx corosync,

pacemaker

DHCP, DNS, OpenSSH, MmapLupytusartop BIRD
NetworkManager, C nogeprKoin
openvpn BGP, OSPF u gp.

5 M0 pezepeHoro KonuposaHuA (Bacula) GI M0 gnA opranuzauuu VDI (OpenUDS) l




AUCTPUBYTUB AJIbT PABOYAA CTAHLIUA (N2 B PEECTPE: 1292)

0OC «AnbT Pabouvana cTtaHUuMA» — 3TO KOMMMeKc Heobxoau-

=| MbIX NporpamMm AnAa 3¢GeKTUBHOMO BbINONHEHUA TUNOBbLIX 3a4aY:
— 3NIEKTPOHHAA noYTa, paboTta ¢ 4OKYMEeHTaMU U Mpe3eHTaLUAMM,
a — B npocnyLumBaHune ayamodainnos v npocMoTp BUAeo, paboTa B ceTu

WHTepHeT 1 MHoroe apyroe. [pegHasHaveHa AnA YCTaHOBKM KaK
Paﬁo'laﬂ CTaAHUMA 3 pusnueckue, Tak 1 Ha BUPTyanbHbIE MaLLWHBI.

OcHoBHOM pYyHKLMOHaN

KOpropaTUBHaA ceTb, BEKTOPHaA U pacTpoBas CKaHWpoBaHue KAWeHTbl 06nadvHbIX
B T.4. C OMEHHOW rpaduKa, W pacnozHaBaHue cepBUCcOB
CTPYKTYpO# aHuMaLuA SR, TeKCToB s, U pecypcoB

o¢uénble : : ﬁpairsep
: AOKYMEHTbI BMAaeo pabota € NoAQepHKor
WHTepHeT pasHbiX popMmaToB M CKPUHKAaCTBI C apXxuBaMu KpunTorpadum

B cocTtas guctpubyTusa BKNWOYEH MHOrodyHKLMOHaNbHbIM oducHbl nakeT LibreOffice.

BGPHHHTH Ucnonbk20BaHUA B HOPI’IDPITI‘IBHDﬁ CeTU B KavecTBe paﬁoqero MecTa

s~ [ocyaapctBeHHOro /
i\ v MyHUMUMNanbHoro
_%  cnymawero

OducHoro

paGoTHMKa byxrantepa WHKeHepa

OuctpubyTus MoXKeT ucnonb3oBaTtbea B UHPpacTpyKType Active Directory
(ayTeHTMdMKauua B aoMeHe, AocTyn K $paitnoBbiM pecypcaM U pecypcam
ne4yaTu) U reTeporeHHomW ceTu nop ynpasneHueM «Anbt CepBep».
PeanusoBaHa noffep:kKa rpynnoebix nonutuk Microsoft™ gns uHterpauum
B uHdpacTpyKTypy Active Directory.



AUCTPUBYTUB AJIbT PABOYAA CTAHLUA (N2 B PEECTPE: 1292)

WmeiotcA cbopru gnA: x86 (32- u 64-6ut), aarchbés (ARMé4, «baikan-M», Huawei Kunpeng
Desktop, Raspberry Pi 3/4), e2kv3/e2kvéi/e2kv5 («3nbbpycs), mipsel* («Tasonra TepmuHan»),
armh (3JIBUC «CanioT-3J124MM25).

2 OHoHHbI MeHegrep MATE B «AneT Pabouan ctaHuma» unu KDE Plasma B «Anst Pabouan
cTaHuma K»* (TonbKo gnA apxutexTypbl x86_64).

WHctannATop auctpubytusa «Anbt Pabodan ctaHumA K»* aBToMaTuyeckn onpegenaeTt Hanuyue
BupeoKapTbl Nvidia u yctaHaBnuBaeT nogxoaALwMe ApaiiBepa 4aHHOro MPpoOM3BOAUTENA.

[OnAa «3nebpyc 801-PC» Bo3MOMHa opraHM3auuMA 0o WecTh paboumnx MecT Ha ogHOW
4 paboyeil CTaHUMU NpW YCNOBUM YCTAHOBKU AOMNOAHUTENbHBLIX BUAEOKapT U HabopoB
MOHUTOP/KNaBUaTypa/Mbillb.

3apgaHue xewwei naponeii B cootsetcTeun ¢ FOCT P 34.11-2012, cosgaHue ssh- u VPN-TyHHenei
B cootBeTcTBuuM ¢ TOCT P 34.12-2015.

Cuctema cogepHuT Bcé HeobxoguMoe anA yCTaHOBKM KpunTonposaiaepos. Beb-6paysep
1 0dMCHBIIA NaKeT NoAAEPHUBAIOT PaboTy € POCCUMIACKUMMI KPUMTOrpadUHECKMMA CPeACTBaMM.

CneuyunansHan ytunuta ALT CSP Kpuntollpo noseonAeT nognuckiBaTs QOKYMEHTEI U NPOBEpATh
SNEKTPOHHYIO MNOANUCH KaK M3 uHTepdeiica OC, Tak 1 HenocpeacTBEHHO M3 OPUCHOrO MaKeTa
(npu Hanu4MuK ycTaHoBneHHoro naKeta Kpuntollpo).

.D.I/ICTPI/I&YTHB MoMeT ObITb MCNONL30BaH B Ha4YecTBe TOHKOr0 KNWeHTa ana 683HHCHOHHX
CUCTeM C 33rpy3HoF1 no CeTy M NnogxsnioYeHeM goMallHero Hatanora none30Baresia C cepeepa.

LocTyneH UeHTp NpUMNoMeHUin oNA yoobHo ycTaHOBKKM NporpaMMHoro obecneyeHua U3
peno3uTopuA. MoMHO ycTaHaBNMBaTb TaKKe CTOPOHHUWE MPUOMEHUA.

LlenTp ynpaeneHua cuctemoit (Alterator) noseonAeT yaanéHHo MK NOKaNeEHO HACTPOUTE
10 cucTeMy, 0o6aBUTb NpUHTEpPLI U Opyroe nepudepuitHoe cbopynoBaHue, yNpaenATh
yCTaHOBNEHHLIMU B CUCTEMe AOpaMU.

BosMoHa ycTaHoBKa coBMecTUMOro nporpaMMHoro obecrneyvyeHWMA HaK OTeYecTBEeHHbIX,
TaK 1 3apyberHblX Npon3soauTENei.

ﬂHCTpI/IGyTI/I Bbl HOMMNeKTa «AnsT Pabo4an cTaHuma» A0CTYNHBI AnA 6ecnnarHoro Ucnonb3o-
BaHWA ¢H3MHECHHMH nuuaMiu; lpuauyecHM nuuam HEO&XO,IJ,HMO anOﬁpeTeHHE nUUeHsnun.

*Penu3(-sl) Ha 9-1 nnatdopme (Vaccinium).




OUCTPUBYTUB AJIbT OBPA30BAHMUE (N2 B PEECTPE: 1912)

OnepauuoHHasn cucteMa «AnsT 06pazoBaHue» npegHasHayeHa
ONA UCNONb30BaHUA B yYpEKAeHUAX AOLWKONBHOr0, Ha4YanbHoro,

Y
obuwiero, cpegHero, cpegHe-npo¢eccuoHanbHoOro, BeiCLIEro
a I t L J “ gononHuTensHoro obpasoBaHuna. ABnAetca paboyelt cTaHUMen
C cepBepHbIMU KOMMOHEHTaMu, CoaepHUT obpasoeaTensHoe [0,
oﬁpaaosauue a TaKwe npunoxeHuA anA paboTel ¢ MHTepaKTUBHBIM obopyno-
BaHWeM (naHenu, aKpaHbl, KNaBWaTypsbl 1 Mp.).

OuctpubyTue cogep<uTt Habop obpa3soBaTesibHbIX MPOrpaMM, COOTBETCTBYIOLLUX
pacnopsaxKeHuto MNpaeutensctea PO ot 18 okTA6pA 2007 r. N2 1447-p.

OcHoBHOM PYHKLMOHaN

. o¢ucHbIE ‘ BEKTOpHaA } . pa6ota
pabota (== AOKYMEHTBI [ ™\, "% 1 pacTposan | | €O 3BYKOM,

| B UHTepHeTe ’i 3; | pasHbIx \ % ./ Tpaduka, | '/ BUgeo u

' é/ ! dopmatos t“) / aHumauua /' CKpUHKacTaMu

Opranuzauyusa yvyebHoro
npouecca

- CoBMecTHan paboTa
\ / c poKyMeHTamu

@ MopgynbHas cucTeMa
obyyeHun

YnpaBeneHue .
KnaccoMm

Pa6oTa ¢ MHTEpaKTUBHBIN
]
\ &

6opygoBaHue
TecTupoBaHue




AUCTPUBYTUB AJIbT OBPA30BAHMUE (N2 B PEECTPE: 1912)

WuTerpauua paboumx
MecT yJaluuxca
W NpernogaeaTens

o
e
e ————

Pa6oTa

B reTeporeHHoun
ceTu, a TaKme

B CETU C JOMEeH-
KOHTponnepamMu
nw6oro Tuna,
[ocTyn K dainosbiM
pecypcam

M NpUHTEpaM

[ee pabouux cpenbi:
XFCE v KDE Plasma

L5

OcobeHHocTH aucTpubyTuBa

CeTeBan 3arpysKa BozmMomHoCTE
6e3QUCKOBBIX KNUeH- LIeHTpanM30BaHHOro
TOB C COXpaHeHWeM ynpaBneHuA

y4 ebHbIM Knaccom

OaHHbIX Ha cepBepe
nosBonAeT caenatb
npodunb yyauieroca
He3aBUCUMBIM

OT KOHKpPETHOM
pabouen ctaHuumn

Moppeprka Hanuuue rpaduyeckux
rocTeBbiX ceaHcoB cpencTB HacTPOMKK
(B TOM umncne cUCTEMBI
C aBTOMaTUYECKUM
BXOA0M B HMX) 7'
¢ ) )

—_—

-_— - -~
Hanuune 32-6MTHBIX | CoBHec'muom
c6opoK nossonseT € 0Te4yecTBEeHHbIM
MUCMoNb30BaTh nporpaMMHbIM
ycTapeBLUMe obecneyeHnem™

KoMmnbloTepsl (i586)

-

h . - .

YcTaHoBKa

€ eguHOro HocuTens
nonb3oBaTeNbCKUX

1 cepBepHBIX
NPUIOMKEHUHA, a TaKMKe
creunannsmupoBaHHbIX
obpasoBaTenbHbIX
nporpamMM

MporpamMmMHoe
obecneyeHue

no pasnuyHbIM
AUCLUMNAMHAM

OtgenbHble
npo¢unu ycTaHOBKU
C Y4ETOM CTyneHeu
obpazoBaHuA

Ouctpubytuebl «Anet 06pasoBaHue» OOCTYMHbI A5 BecnnatHoro UCnob30BaHuA Ha
[0MaLLHWX KoMMbloTepax npenogasartenei 1 ydalumxca. [inA obpasoBaTenbHbIX yUperHaeHuin

W Opyrux lpuanyecKmx nuuy TpebyeTca npuobpeTeHMe nuueH3uu. [1eidcTByeT NnapTHEpCKas
nporpamMma o fiFoTHOMY IMLLEeH3MPoBaHMI0 AnA 06pa3osaTesibHbIX YUPeraeHHiA.

*Tabnuua cosmecTtimMocTu OC cemeiicTBa «AnbT» C 0Te4ECTBEHHBIM MPOrpaMMHbIM obecniedeHreM:
https://www.basealt.ru/fileadmin/user_upload/compatibility/comptabP10.html
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ANIbT CEPBEP BUPTYAJIU3SALUU (N2 B PEECTPE: 6487)

«Anbt CepBep BupTtyanusauuu» — cepeepHbIl
AUCTPUBYTUB ANA CO3[aHUA cpef BUPTyanusauum
W/VNKU KOHTeMHepU3aLMKU U ynpaBneHus
a I t “MU B KOpPNoOpaTUBHOM UHPPaCTPYKType.
cepsep T
BMpTyanmaaumm

MaLMOHHOM CTPYKTYpLI Nt060ro YpoBHSA.

OucTpnbyTUB NogaepuBaeT npoueccopbl U apXUTEKTYpbI:

AArché4 (ARMvS, B 1.4. Huawei ppcéible (Power 8, Power 9,

x86_64 (Intel, AMD) Kunpeng, ThunderX u gp.) OpenPower)

JIérkoe ynpaBneHue BUupTyanusauuei Yepes KoHconb, Beb-uHtepoeiic, REST API
ACL, Role-based goctyn, SSO, MFA

Bo3MoxKHa uHTerpauua ¢ KoprnopaTtueHbiMu [dM-cuctemamm (AD, LDAP u gpyrumu
Ha ocHoBe RAM)

OpyHecTBeHHbIN MHCTANNATOP C FMMO6KUMU CLIeHapUAMU YCTaHOBKU

MHCTpYMeHTbI 0TKa30yCTOMYMUBOCTH, BbICOKOW AOCTYNHOCTU, 6anaHCUPOBKU Harpy3Ku
Thin Provisioning, KSM, Memory balooning, NUMA

CerMeHTMpOBaHHUWE ceTU, arperauus ceTeBbiX KaHanos, npobpoc PCl-ycTponcTs

BapuaHTbl ucnonbsoBaHua «AnbT CepBep Buptyanuzauymm»

MHupacTpyKTypHas
BMpTyanusauus Ha
OCHOBE NpoeKTa

X

PROXMOX

KoHTelMHepHan
BUpTyanusauuna

BasoBbiit
runepeusop

AKVM

O6na4Han
BUpTYyanusauus
YPOBHA NpeanpuaTUa
Ha OCHOBe NpoeKTa

kubernetes
&) podman
LXC/LXD

@’ Open



ANNbT CEPBEP BUPTYANTU3ALIUU (N° B PEECTPE: 6487)

corosync, pacemaker, 7\ /N, Zabbix, Prometheus,
HA, keepalived (5 /7 . ~ .\ Grafana
/=[=1a\ N/ /7> \ Kubernetes
VDI .. -l = -. < I o .-_ } (]
) 3 L bt : : Y1 Docker,
Multitenance | Podman,
LXC, LXD
Cucrema “\ % - 7 | KVM, gemu
ynpaenenua | Lpyp? | J3 v '
e | , | libvirt
XpaHunuwia

W daiinoeble
' cuctemsl iSCSI,

Cucrema / —
Z ' | NFS (LVM),

ynpasnenus | 2,

OpenNebula GlusterFsS,
CEPH, Linstor,
ZFS, CIFS

Bridge, Open vSwitch, | ' 5] NGINX, Apache

VLAN, VXLAN

cepBep ceTeBOW palNoBON CUCTEMDI { noanepMKa
NFS iSCSI, FC, SAN, LUN, NAS

( Ceph - pacnpegenéuan, nnHeiHo CCETeBbIe cny»6bl DNS u DHCP

Macwrabupyeman ¢alinoBan cuctTemMa

GlusterFS - pacnpegenéHHan ceTeBan > BMPTYanbHbIA CETEBO KOMMYTaTOp )

daninoean cuctema Open vSwitch

ceTeBoM 6anaHCUPOBLLUK HarpysKu :
HAProxy, keepalieedm Py } CBEﬁ'CePBePbI Apache 1 Nginx

MUWHWUMankbHaA aToMapHo obHoBnAeMan onepayMoHHaA cUCcTeMa ONA 6esonacHoro u
&Maau'raﬁnpyemoro BbINOMIHEHUA KOHTeHepHbIX pabounx Harpy3ok ALT Container 0S (ALTCOS)
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FPYMNMNOBBLIE MOJIUTUKMH

B onepauMnoHHbIX cUcTeMax «ANbT» peany3oBaHa NogaepHKa rpynnoBbiX NOAUTUK
MS AD ansa KoMnbloTepoB U Nofib30BaTeNe, Y1eHoB JOMeHa. YnpaBneHue NoNuTUKaMu MOMET
npoucxoauTb ¢ noMoubio cpeacts Windows nubo MHCTpyMeHTOB cobcTBeHHOM pa3paboTHu
(ocHacTka RSAT unu HaTueHana ytunuta ADMC). MaéTt uHTerpaumna gaHHoro peleHma
C MeXayHapoaHbIM NpoeKToM Samba.

MHcTpymenT ADMC

ADMC — HoBbIl rpaduUvecKuii UHCTPYMEHT C ApYHecTBeHHbIM UHTepdelicom ana Linux,
He Tpebyowwmin KomnbloTepa ¢ Windows.

MpenHasHayeH gna:

paboTkl ¢ obbeKTamu B Active Directory (nonb3oBaTenu, rpynnsl, NnogpasgeneHus);
ynpaBneHua rpynnoBbiMU MOAUTUKAMMU.

Dainn  fedctewe Haswrauwn Bwa Hactpodxn omouws

' testalt [de.testalt]

»

=
¥l g
y B

|20 CoxpaHeHHbIe NoMCKE

ObHoanTe

OBbeKT FPYNNOBLX NONWTHK

— ETe—

1 | v

rol Fusermount v
[5] HoBuiA 06LekT rpynnoBoR NONKTIKA
[ Default Domain Policy
&\‘. Default Domain Controllers Policy
B chromium v
B Control_sshd
v

@aidn  fledcteme Haewrauws Bwg Hacrpods  Momols

v |3 Bultin
=

=0 4
@ Domain Controllers
":_, ForeignSecuntyPric Nomci..
il LostAndFound

:
»
v
v [ Managed Service A

-~ [& ou
v [ Testou

v [EJ Program Data

g r'-_' Sist O6HoBMT
= ~ystem
B3 users CeofcTea

» [ ObwekTsi rpynnossix NOAKTHE
» [B CoxpaHenHbie nonckw

|

« Computers 5o0:exToB

Buifpate Bce  OuncTUTh Boibop

Mone3osarens
fpynna

KouTaxT
KomneioTep
MpukTep
MNoppazgeneHue

JoBepeHHEIR AoMEH

A Knacc Jomen
MNonb3osaTeNb TeST—— Consalien
KomnewTep KomnuioTep
BIOT InetOrgPerson
Opranm3aums KomnoioTep 9
Tpynna KomnuloTep AAMWHWCTPaTOP BHewWwHeR BeaonacHocTH
PV KomnsaTep
0bwan namka
Cywbiel RPC
LWabnoH cepTudmrara =
? CBpocuTe @ Otmena Yok
-|[4



FPYNMNOBbLIE MOJIUTUKMU

" OrPAHMYE- ; _.
/ HME JocTYnA '\ YNPAB/EHVE
MOAKNIMEHVE "/ K HocuTENAM, | Aot O®OPMJIEHUEM

PASOENAEMBIX A  BKMIOYAA W YOANIEHWUE PABOYEN0
PECYPCOB \ MOBMNBHBIE A MAKETOB CTONA
YCTPOWMCTBA f ®\k . (MATE)

VMPABMNEHUE
YNPABNEHUE '/~ nocTyrom YNPABNEHUE

YNPABNEHME YNPABNEHUE APNbIKAMK / K BUPTYANbHLIM BHELLUHWUM
CNYyH{BAMU KATANTIOTAMU HA PABOYEM \ MALLUMHAM BMOOM
CTONE " WBWUPTYA- BPAY3EPOB
JIN3ALMK

# admx.help

Microsok > ALT Linux
Citrix > Active Directory Administrative Template for BaseALT distributions |
Lenovo > o :
Administrative Templates (Computers) v
Google >
¥ ALT System
VMware > " cp/pvD Applications
Cjwdev 2>
Tracker Software >

Adohe v Graphics

CpynnoBble NONUTUKU AOCTYNHbI ANA BCeX apxuTeKTyp (nnatdpopmo-
He3aBUCUMbIA WUHCTPYMeHT). BenétcAa paboTa no MHTerpauuu pelleHus
«BbazanbT CMNO» c ocHOBHOW BeTKOW pa3paboTkn Samba. MNoToBble WaboHbl
MonuTUK onybnnKoBaHbl Ha MexayHapodHoM pecypce https://admx.help/
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NPUNOXKEHUE OPENUDS OAJ1IA OPTAHU3ALUUU VDI

KnueHT-cepBepHoe npunoxeHue OpenUDS —
MynbTunnatdopmeHHelii VDI-6poKep nogknioyeHuit

ANA opraH13auum BUpTyanbHbix pabouunx ctonos (VDI). Bmgfg:gggma !
C ero noMoLLibio MOMHO CO34aBaThk U YNpaBATs BUPTY-. AUCTPUBYTUBOR
# 0C «AnbT»

dJIbHbIMK pEIﬁD‘-IHMH MecTaMu.

- <
'_Q. . MomeT
- WCNoNL30BaThCA
I Uds x + Hak ¢ Linux 0S,
oy TaK 1 ¢ Windows
& G @ O &% 1921680.191 g% |+« ©@ v N @

«[pobpackiBa-
eTcA» nioboe
=) USB-ycTpoticTeo: *
W ' General Hamepa, GneLu- -
HocuTenb, "
— — TOHEH
@ = base, €
= al% Connections » *  Spice direct
E B XROP Direct
& ALT XFCE sL
=

ogyinouerinA H Direct »  [IW) Nxva.5(DEPRECATED)
K BUpTYanbHbLIM
pabouumM cTonam no Tunneled » ™  ROP
pa3HbLIM NPOTOKONAM: £ SPICE
RDP, SPICE,
NX (X2Go) URL Launcher
# X260

l;o,!eﬂm-;




NPUNOXKEHUE OPENUDS OAJIA OPTAHU3AULUU VDI

MoxkHo BbI6paTh
pasnuyHblie UCTOYHUKU
ayTeHTUdUKaLUHK:

BHewwHue:
Active Directory,
FreelPA,

SambaDC, BHyTpeHHue:

OpenLDAP BHYTPEHHARA
WT.4. 6asa gaHHbIX,

|P-ayTeHTUdMKHa-
uuA

L,
A\ UDS OpenUDS coeMecTuUM
C pa3HbiMK OTKPbITBIMKU
- . . CUcTeMaMu BUpPTYanusauuu:
0 Service providers
= 5N g
PVE OpenStack
. B O, openGnsys Platform Provider Platform Platform
] @ OpenNebula Platform Provider Provider OpenNebula Provider oVirt/RHEV
Platform Platform
- n OpenStack LEGACY Platform Provider Provider Provider
n E OpenStack Platform Provider
3 Proxmox Platiorm Provider
i Sample Provider ipenNebula Platform Provider
0] TaKe BOZMOMHO Ucnonb3o-
% Static IP Machines Provider ] BaHue C 0TeNbHLIM CepBepoM
@ Xenserver/XCP-NG Platforms Provider . (Static IP Machine Provider)
_ OVir/RHEV Platform Provider 6e3 BupTYanusauuu (aHanor
_ TepMUHanNbHOro pelleHun).

— — -
=1 Authenticators

< |P Authenticator
Y Intemal Database

Regex LDAP Authenticator

™ M+ Sample Authenticator

SimpleLDAP (DEPRECATED)
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COTPYOHUYECTBO C NAPTHEPAMMU

JlnyeHsupoBaHme gucTpubyTUBOB «ANbT»

«basanbt ClN0» ABnAeTcA obnagareneM UCKNIOUYUTENbHLIX NPaB Ha AUCTPUBYTUBBLI KaK
Ha cocTaBHble npoussedeHus. JIMUEH3MM Ha NPOAYKTbl paspelualnT MX besso3amesgHoe
ucrnonb3oBaHWe GU3NYECKUM NUUAM, a ANA puandeckux nuy (BKoYan rocyyperaeHus)
HeobxoduMa NoKynKa nuueH3sun. Mo BonpocaM nuueH3npoBaHua: sales@basealt.ru

Mpuobpect AUCTPUBYTUBLI «ANBT» MOMHO Yy AUCTpUbbIoTOpoB «BazanbT CM0»:

AXOFT MGNT morlion ELIKO & OCS

DISTRIBUTION

UHTerpauuna

«bazankT CMNO0» coTpyaHMYaeT ¢ KOMNaHUAMU-UHTerpaTopamu
W pacluMpaeT NapTHEPCKYl ceTb. Bce ycnyru no BHegpeHuio
npenocTaBnAlnTCcA NapTHEPaMU.

Cnucok uHTerpatopos:
YyebHble LeHTpbI

[na nonynAapu3auunn, NPOOBUKEHMA WU PACcMpPOCTPaHEHUA 3HAHWI 06 UCMoNb3oBaHUU
nporpaMmHeix npodykToB «basanet ClM0» co3fgaHbl aBTOPCKUE Kypcbl, KOTOpbIE
npenoaalnTcA B y4ebHbIX LLeHTpax no ecei cTpaHe. Mbl coTpygHuyaeM ¢ asTopuso-  [E]: k4
BaHHbIMU Y4ebHbLIMU LIeHTPaMU U LieHTpaMu nNpodeccuoHanbHoi nepenoaroToBKu
B 06n1acTi 06y4eHus UT-cneuunanucTos 1 nonb3oBaTenei.

Mo BonpocaM coTpygHuyectea: edu@basealt.ru Pacnucatme Kypcoe:

OHnaiH-nopTan ANA CaMOCTOATENbHOro U3y4yeHusa npogyKToB «basanst CMO»

Ha noptane https://kurs.basealt.ru goctynHsl
A3 nonb3oBaTenbCKMe yuebHble U MeToguyeckue Kypebimo  [m] %4 [w]

paboTe c onepaUMoHHbLIMU CUCTEMAMK «ANbT» U NpU-
KnagHbIMM MporpaMMaMu B cocTaBe [UCTpMOYyTMBaA.
# acal:lemy [ocTyn K KypcaM u nonyveHue ceptTuduxata becnnarHei.




TEXHUYECKAA NOAOLOEPXKA

«BbazanbT CMO» npepocTtaBnseT cnegyiowme BUALI TeXHUHECKON NoOgLe pHKHU

MNoapepMKa npoAyKTa BXOAUT B CTOMMOCTb NIULLEH3UU U BKNIOYAET perynfapHbli
BbINYCK 06HOBNEHMI No 6e3onacHoCTU U UCNpaBneHue olNBOK B TeYeHUe BCero cpoKa
HU3HU gucTpubyTUBa.

MopgpepiKa nonb3oBaTenel BKAWYaeT MOLAAEPHKY 3KcnAyaTauun npoaykTa.
MNpepoctaenAaetca UT-nogpazgeneHuio 3aKa3ynuKka UM UHOM CTPYKType, 3aHUMaloLLeinca
noaAepHKOM KOHeYHbIX nonb3oBaTenel. [pegycMoTpeHo TpW YPOBHA MOALAEPHKM C COOTBET-
creyloLmMu SLA. CKopoCTb pearMpoBaHus, Ka4ecTBo U MoJIHOTa OTBETOB CYHObl NoAAepHKU
KOHTPONIMPYIOTCA Ha er{eaHEBHOM OCHOBE.

3Kkcnnyatupyowlee UT-nogpasneneHve nonb3oBaTens UAKU KoMMNaHuA-  [E]L%3E[E]
WHTErpaTop MOMeT CaMOCTOATENIbHO NPefoCTaBNATL TEXHUYECKYI0 NOAAEPHKY T
3aKasumKy. B TakoM cnyyae «basanet ClNO» roToB npegocTaBuUTb NapTHEPY comnpo-

BOMK/EHMe NPOMIYKTa OT BeHopa (3 IMHMA) Ha OCHoBe oTAeNbHoro cornatuenmna®.  [EILFE

MNoppepiika BHeApPeHU/NPOEKTOB «OT BEHAOpPa»

BeHgopckoe BeHgopckoe 06yyeHue* u cepTupuKa-
COMpOBOXAEHWe  COMpPOBOXAEHUE uua UT-cneumnanucros
napTHepoB UHTerpaTopos W nonb3oBaTtenen napr-
Ha cTagum B NpoeKTax BHeq- Hépa u/unu 3akasumKa,
npecenna PeHUA U MUrpaLMM  a TaKiKe paspaboTKa

UT-uHpacTpyKTy- WU npepocTaBneHue
pbl 3aKas4uKa Ha oby4aoLmMx MaTepuanos
pelleHUa «AnbT» 1 METOOMUK

lNo Bonpocam opraHu3auum TeXHUYeCKoM NoaaepHKKu aucTpnbyTUBOB «AnbT»: sales@basealt.ru

*OnA nony4eHUA 3 NUHUKM TEXNOOOEPIHKU NapTHEPY HEOBXOAMMO MMETL B LUTaTe CepTUDULMPOBAHHLIX
cneyunanucTos no npogyktam «basanet CMN0».

**Ha baze napTHEPCHMUX y4ebHBIX LLEHTPOB.

https://www.basealt.ru/sertifikacija-specialista
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BUKW-OOKYMEHTALWA
COOBLUECTBA

altlinux.org

NOPTAN AUCTAHLUWMOHHOMO
OBYYEHMA

kurs.basealt.ru

000 «bazansbt CI10»

[MOJIE3SHAA MHOOPMAL WA

0 NPOMPAMMHBIX MPOOYKTAX «ANbT» AN1A PASPABOTYMKOB M NOJSIb30BATENEN

Y3HAWTE BONbLLE
0 «BA3ANDLT CMo»

Elagﬁlil
[=]1%:
basealt.ru

CMUCKH
PACCBITKA

ofAI0
I
E -

lists.altlinux.org

YOUTUBE-KAHAN
COOBLLECTBA

youtube.com

TMNEPTEKCTOBAA
HOOKYMEHTAUMA

oFeg

docs.altlinux.org

®OPYM COOBLLUECTBA
ALT LINUX

forum.altlinux.org

HOBOCTW OBHOBNEHWUA
BE30MACHOCTH

(=134 =]

: i
[=] 5=

cve.basealt.ru

127015, Mockea, yn. byTteipckan, g. 75
[na opreonpocos: org@basealt.ru

CBOBOOHBLIE KHUIN

0 CBOBOQHOM Mo

books.altlinux.org

TELEGRAM-
KAHAN

teleg.one/alt_linux

CUCTEMA OTCNEHMBAHUA

OLUWMEOH

’
i

iy

bugs.altlinux.org

COBMECTMMOCTb
C AUCTPUEYTUBAMU «ANbT»

basealt.ru/product-compatibility

INSTAGRAM-
KAHAN

instagram.com/basealt

CBEJIEHWA 0 MAKETHOM
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[0

e

packages.altlinux.org

Ten: +7 (495) 123 4799
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