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PEA COPT - nnyeHsmnat PCTIK Poccnn n Cb Poccum

Nnyensna Cb Poccnnm Ha NnueHsmna dCToK Poccnn NnyeHsuna CToK Poccnn
pa3paboTky CK3U Ha pa3paboTky C3U Ha gedatenbHOCTb T3KW
JIC3Ne 016495 o1 12.07.2019T. Ne1352 o1 28.11.2014 . Ne2504 ot 28.11.2014 .
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iMnopTo3amelyeHue

HopmaTrBHO-NpaBoBad 6a3a



MMNOPTO3SAMELLEHUE. HopmaTnBHO-NpaBoBas 6a3a

NocraHoBneHue MNMpaButenbctBa PP ot 16 HOA6ps 2015 r. Ne1236
° Co3paHue n dopmmpoBaHue Peectpa oTedectBeHHOro MO (188 - ©3)
e  3anpeTt Ha Aonyck HoctpaHHoro MO Ans NoKynKn rocyAapCcTBeHHbIMUN
opraHamu BnacTu.

Pacnops>keHue lNpaButenbctBa PP oT 26 ntona 2016 r. Ne1588-p
e  YTBepXxfeH naaH nepexoza rocCTPyKTyp Ha MCMOMb30BaHWE POCCUACKOrO
odMCHOro NporpaMMHoOro obecrneyeHus

MocTtaHoBneHue lNpaButenbcTtBa PP oT 23 Mas 2017 r. Ne325
° YcTaHoBeH TpeboBaHWsA K pOCCUACKOMY OPUCHOMY MPOrpaMMHOMY
obecrneyeHmnto (BKIKOYAs OnepaLoHHbIE CUCTEMBI).

NoctaHoBneHue MNMpasutenbctBa PP ot 20 gekabpa 2017 r. Ne1594
L] ﬂ,OI‘IO}'IHVITem:HbIe OorpaHn4YeHmMs Ha 3aKynkm nporpaMmmMmHoOro obecrnevyeHus
ANA TOCyAapPCTBEHHDBIX N MyHULUUNANbHbIX HYX/.

Ykas Npe3sungeHta PP ot 07 masa 2018 r. Ne 204
L] Mcnonb3oBaHve npenmMmywiecTtBeHHO oTeyeCTBEHHOIO NPorpaMMHOro
obecrneveHus rocygapcrBeHHbIM OpraHaMmu, opraHamMmum MeCTHOro
camMmoyrnpaB/sieHnAa n opraHn3aumnaMmin.

aE
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depepanbHbIii 3aKOH

Ne 188-®3

B Poccnmn c 2015 ropa Ha
rocylapCTBEHHOM YPOBHe
peasin3yeTca nosTanHoe
3ameLleHrie nmnopTHoro MO
POCCUNCKMM aHANOraMu



MimnopTto3sameweHne KUW: Tekywaa cutyauvs

[lpoeKT yka3a npe3naeHTa PP

Bnasenbuam 06beKTOB KPUTUNYECKOW MHPOPMALMOHHON
NHPpacTpykTypbl (KVW)

1. MNepeinTn Ha NpenMyLLLeCcTBEHHOE 1CMNOoJIb30BaHMe poccuiickoro M0
A0 01.01.2021

2. [epen T Ha NpenMyLLecTBEHHOE NCMO/Ib30BaHMeE POCCUCKOro
obopynosaHus go 01.01.2022

C 2021 roga oteyectBeHHbIMK CXA

ABNIAOTCSA TOJIbKO CUCTEMbI XPaHEHNS
C OTeYeCTBEHHbLIMV MUKPOMPOLLECCOPAMMU.
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Vimnopto3amelieHune KUW: TekyLiaa cutyauusa

MpoekT ykasa npe3ngeHTta PO

e [lepexoa Ha npenmMyLLecTBeHHO oTeyecTBeHHoe 10
A0JKeH npovn3onTy Ao 1-ro aHBaps 2023 roaa, a Ha
oTeyecTBeHHoe Xxesie30 Ao 1-ro sHBapa 2024 roga.

e Jlo 1-ro nona 2021 roga HeEO6XOANMO YTBEPANUTL MNaH

nepexoda Ha rnpenmMmyiectBeHHO oteyeCTtBeHHOE 1O
N XKENE3O0.
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PEZ1 OC

Poccmnmnckas onepaumoHHas
cncremMa
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Linux ancrtpmnbytmns EavHbI peecTp

RPM-bopmaTa CepTndukat POCCUNCKNX MPOrpamMm Ans
%op PaspabaTeiBaeTcs VcknounTensHele  ©CTIK Poccrm Ne4060 9BM 1 6a3 AaHHbIX
€2014 roaa npasa oT 12.01.2019r. MuHLUM LI Poccnu
PEA COPT MNpodunsk 3awmTel UT. (Ne3751)
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PE/[ OC - nctopusa npoaykra
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PE OC - uctopus pennsoB U TexHNYeckaa noanTmka

1 OO
BWPE/10C 7.0 2017 EWPE/10C 7.2 2021
T T i
2014 EmPE/IOC 7.1 2019 EmPE/OC 7.3

o Cpok conpoBoXaeHVsa penr3a — 3 roga ¢ MOMeHTa BbIMNycka
o EXerogHbiIV BbINyCK penn3os

o «Msarkunm» nepexos 6e3 HeobXOANMOCTY NepeyCcTaHOBKM

» Bbinyck penmsos no knaccnyeckom cxeme (LTS)

aE
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PE/1 OC 7.3

o LTS aapo Bepcun 5.15 c nonHoueHHoW noaaep>xkon npoueccopos INTEL 11 nokoneHus
n rpapuyeckmnx kapt AMD iGPU Vega 6

o PacwmpeH nepeyveHb noasepxku nepudepriitHoro 06opyAoBaHNS
« O6HOoBNeHHbIe bUbNMoTEKM ApaBepoBs Ana Epson, HP, Canon
o AKTyanmsnpoBaHbl BEpCUM NakeToB

o CepTudukaumsa no HoBbIM TpeboBaHMAM ypoBHel goBepud MNpukasa PCTIK Poccum oT
2 ntoHa 2020 r. Ne76

o Ceptudpukauma ®CTIK Poccmm nnaHoBbIN cpok - 4 kBapTan 2021

. becnnaTHoe 06HOBNEHVE ANS1 AEVNCTBYHOLLMX KNINEHTOB TEXHNYECKOM NOAAEPXKKM

aE
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PE/[ OC cocTaB npoAyKTa

PEAAKLINA KOHOUTYPALINU APXUTEKTYPbI

: o «CepBep» : . x86_64, 686
- o «CTaHaapTHas» : . : :
Hanbonee cBeXVin N : : - TepMUHaNbHbIN : . e aarché4
aKTyanbHbIN Habop : : - rpajpuyeckmi : .
nakeToB . : : - Raspberry Pi
: o «Pabouas ctaHums» . - barikan-M
- o «CepTdMUMpPOBaHHAs» - : : - Kunpeng (Huawei
© ceptudnympoBaHa OCTIK : : : : Taishan)

Poccnm
o e2k (3nbbpyc)

----------------------------
-----------------------------------------------------------
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CepTndunkauyms

P ————— Ceptnowvkatr PCTIK Poccmum Ne4060 oT 12.01.2019 r.
B | CCTD SATHITRI MO ORMANIH MNpodpunb 3awmTel UT.OC.A4.M3

m 110 TPEFOBAHHSIM BE30[TACHOCTH HHOOPMALINH
Ne POCC RU.0001.015H00

CEPTU®UKAT COOTBETCTBUS

e 4060 PE/lL OC MOXeT NPpUMEHATbLCA:

Bitecen B roCYAapCTeHHBE PeCCTp CHCTEMS!
cpegCT saupThi

e . MCOMN go Il Knacca BKAHUNTENBHO

AAAAA u nn: 12 smmay p 22024,

e o 0 ool 24 00 « ACY TN go | knacca 3auneHHOCT BKAKUYNTENbHO

Er g 02 01 001 29926343 2017

2016) 1 i, OnepaLOHHBIX
HTOC. AA i (u:cmk Pacclm, 2017) m
npiBegerHBIX B hopmype RU.29926343,02. (i

« TNC po | knacca 3amnLLEeHHOCTU BKIKYNTENIBHO

S, IR e Y o s - VCNAH f0 | ypoBHS 33aLLMLLEHHOCTN BKIOYNTENBHO

Goparopueit 340 DML ITIC BT (arrecrar axxpeguraywn or 05052016
N czn RU 0001 01514005005) or 26.11.2018,
000 «lB¥> (arrecrar akxpemras or 11042016

R gini o « KW po | kKaTeropuun 3HaUMMOCTU BK/TOUNTENIBHO

BasBuTeND: : 000 «PE[] COPT»
Agpec: 105066, r. Mocksa, yn. JloGpocioGoAckas, . 6 Crp. 1, 37, 4, now. T, kow. 7
Teneqyon:  (495) 285-6268

3AMECTHUTEJIb ZU/IPEKTOPA ®CT3K POCCUA

7
/ " 3‘ — /4 w
L&) e PerynsipHasi npoBepKa TeXHNYECKOW
\ 19
B nogaep>xXkum Cc npusBiev4yeHNEM NUCNbITaTe/IbHOU

naéopatopumu
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PE/[, OC koHpuUrypauymusa “Paboyasa craHuma”

Pa6ounn cton
NHTYUTMBHO NOHATHas rpadunyeckas
060/104Ka
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PEA OC koHUrypayus “Cepaep”

[ ]
EPEACO®T

CepBep ceTeBoOW

3epkasno penosntopus
obHoBneHna APM

3arpy3km

Cunctema
MOHUTOPWHra

KoHTponnep

.'_—'irIJ
|

AOMEHA

MNouyToBbIN CepBep

PEA OC cepBep

ba3sbl AaHHbIX

[Npokcu-cepBep

Web-cepBep

Cnyx6bl DNS, DHCP
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MNogpep>xka kpuntorpapuun
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NTnyeHsnposaHue PEA OC

e beccpoyHble 1 CPOYUHbIE NNLIEH3NN

e [loVHCTanNAUMNOHHOE NNLIEH3POBaHME

e He 3aBuCUT OT TUMa MHCTaNNALUMK (Gr3nyeckas Uam BUpTyanbHas)

e He 3aBMCUT OT KOJIMYECTBA MOJIb30BaTeNel

e He 3aBUCUT OT XapakTepmncTruk obopyLoBaHNA

e BxtovaeTt ogMH rof rapaHTUMHOIro 06C/yXXMBaHWA

e FbecnnatHoe 06HOBNEHME MNPV MOKYMKe YCayr No TeXHUYeCKon Noagepxke

e Het wTpada 3a NnpepbiBaHVE TEXHNYECKOMN NOAAEPXKKM

aE
BPE/ICOPT
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TexHnyeckasa nogaep>xkka PEL OC. Tpu ypoBHSA SLA

Ba3oBbIN

e [locTyn K NopTany TeXHNYeCcKown
NoAAepPXKM

e  Peructpauusa obpalieHuin 24/7
e  Pexwnm obpaboTku obpalleHuia
— € 9:00 go 18:00 (MCK) no

pPabounM AHSAM

° Bpems peakumu:
40 24 yacos

e [IpepocTaBneHne 06HOBNEHWN
(HoBbIx Bepcuii) PES OC

e  [loctyn Kk peno3utoputo PEJ OC

e  JlocTyn K 6ase 3HaHW
PEZ OC

aE
BPE/ICOPT

CTaHAapTHbIN

B0O3MOXHOCTW ypoBHs “Ba3oBbIi”

KoHcynbTMpoBaHue no tefiepoHy
(6becnnaTHo Ha TeppuTopuK P®)

Pexxum paboTel (TenedpoH) — ¢ 9:00 go
18:00 (MCK) no pabouunm gHsM

Bpems peakuuu: fo 2 pabounx 4acoB

Mprém 1 obpaboTka obpaLleHunii ¢ 9:00
20 18:00 (MCK) no pabo4mm gHam

MogaenvpoBaHue NpobaeMHBbIX
CUTyaunli Ha TECTOBOM CTeHAe™

AHanm3 coBMecTMOCTM 060pyA0BaHSA

PelLeHne BONPOCOB, CBA3aHHbIX C
COBMECTVIMOCTbIO 060pyA0BaHNSA*

PaclupeHHbIN

Bo3MOXHOCTW ypoBHS “CTaHAAPTHbIA"

Pexunm 06paboTkn 3anpocos — 24/7 ans
«CPOYHOr0» YPOBHSI KPUTUUHOCTU

CokpalleHye BpeMeHn peakuum Ha
obpalueHne

BblAeNeHHbIN UHXEHep NTNHNN
TEXHUYECKOM NoaaepKKM

Pacwmnpenmne penosntopus PES OCn
NPUOPUTETHOCTL OGHOBAEHNI

YaaneHHoe nojkntoyeHme K
NHPPaCTPYKType Nonb3oBaTens Ans
peLueHVs obpaLleHmns

BbipaboTka pekoMeHzaumin No
onTumMm3auumm pabotel PEJ OC

* npum Hann4vmn TEXHNYECKOW BO3MOXHOCTM



2KO-cnctema PE[ OC
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CepTnouLmpoBaHHoe
Npon3BOACTBO

Penosutopuii
NCXOAHOro KoAa

basa TexHUueckas
3HaHUN nopaepxka

D
I\

JKocucrtema
PEA OC

0NN ==
[ = |
CoTpyaHUYecTBO &
C y4yebHbIMU

yupexxaeHnsamu

ABTOpPU30BaHHbIE

yyebHble LLeHTpbI

AvcTpnbyTnBe B

OTKPbITOM AOCTyne

6e3onacHocTn

My6nnkaums @
6lonneteHemn — —

CoBMeCTUMOCTb
obopyaoBaHUA U
no

CoumnanbHble
cetun
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TexHonormn4yeckoe
NapTHEpPCTBO




TexHonorn4yeckme napTHepbl
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Moaaep>kka rocyaapcTBeHHbIX UHGOPMALMOHHBbIX CUCTEM

v EINry (gosuslugi.ru)

FINC v [MopTtan npoBeaeHust Toproe (torgi.gov.ru)
roc v NopTan 3akynok (zakupki.gov.ru)
ycnyru SAKYTTKW . Cyon

v TNC XKKX (dom.gosuslugi.ru)

7~ v CbepbaHk-ACT
‘ﬁ C B E P A v OI'C KW (portal.eskigov.ru)

v [MopTtan roccnyx6sbl (gossluzhba.gov.ru)

v [MopTtan gocynebHoro obxanosaHus (do.gosuslugi.ru)
. [ocypapcTBEeHHAsA CUCTEM: -
| i ::J‘::;: ::;;:;r\:.l ._-'.'==i='.-_ v BiogkeTHoe nnaHupoBaHue (ssl.budgetplan.minfin.ru)
GEEmEC . MUC TOP KHO
] ..-l = l- :
Lt v 'AC YnpaBsneHue

v OI'VC EanHbin peectp npoBepok (proverki.gov.ru)
’ I— v OUC lMNopTan oTKpbITLIX AaHHbIX (data.gov.ru)
E a rucxkx i _RMopran KHA
- U mHorue papyrue N'C
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Pabouee MmecCcTO COTpyaHMKA

N
BPE/10C

d VonOdunc  duaexc Y 4% rroouc
PE/l OC coBMecTMMa C 60/1bLLINM

docsvision  pEIEL
ymcsaiomM npuknagHoro MO

HeobXoA4MMOro A5 BbINO/IHEHUS \\ D|RECTUM \O./aoc TTE3MC

6un3Hec-n poueccoB Mnon b3oBaTenen | T

@5\ K HCyﬂbTAHTﬂmOC

\;%‘ HafleXHa rnojaepKa

aE
EWPE/CO®T
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3awmTa paboyero mecta cotpygHuka Ha PEJ OC

PEA OC - C3U, peanusytolee GpyHKL MW
3alWMTbl OT HECAHKLMOHVUPOBAHHOIO
AocTyna K nHbopmauunu.

OC BktOYaeT PyHKLMY 6€30MaCcHOCTI:
NAD, Y1, PCB, OMNC, 31C, 3HW, OLJI,
AH3 n T1.4.

aE
EWPE/CO®T

20 o) QRiiiliB

VPN infotecs (55:) KOA BE3OMACHOCTM

3UJEAOH ® sTarrFcor

oooooooooooooooooooo

CK3K ¥ vmoro jnfotecs
AB3  Kkaspersky E
ocC ]

o= Foks
MA3 Infotecs — N[ —
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PE/ OC peLueHus

=I!E,£I,OC 4+ ckan <4 ¢ - —) Pa6oTaeT!

REDWine

MO Windows aganTupoBaHHoe OCHOBHbIe HanpasneHus fopaboTkun

cpeacTtsamu redwine: redwine:

. EBOT « 0becneyeHve ncnonb3oBaHmsa CK3U
o VIH}OKNMHMKA e COBMECTMMOCTb rpaduryeckoro

o MED-Complete NHTepderca

« Karapcumc o COBMECTUMOCTb NepupepuinHoro
o KeySystems 0b0opyA0BaHMSA

o Cnpaskun bK
o OuHapHble Nnatum ang legacy-Nno

[ ] 28
BPE/ICOPT



O6byuyeHune

ObyuatoLye nporpaMmmel ans
nosb3o0BaTener N agMNHUCTPATOPOB



O6yueHne

MoAroToBKa agMUHUCTPATOPOB U
nosib3oBaTesiel No nporpaMmmam:

o «OcHoBbl paboTbl B PEA OC»
o «OcHoOBbI agMuHUCTprpoBaHma PEA OC»
o «PacwmpeHHoe agmunHuctTpmposaHue PEA OC»

O 26 aBTOPU30BaHHbIN y4Yeb6HbIW LleHTP Ha TeppuTopun PO:

I | ) I— I o CeTb y4yebHbIX LLeHTPOB MOCTOAHHO pacLUMpPAeTCcH
o Oby4yeHne NpoBOAAT CepTUPNLVPOBAHHbIE
npenoaasatenu PEA COPT
o [lo OKOHYaHWN 0byYeHNA BblJAETCA cepTUdUMKaT
obpasuya PEA CODT

aE
BPE/ICOPT
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PaboTa c By3aMu u Konneg)xamu

30 obpa3oBaTe/ibHbIX YyUYpeXXaeHUs COTPYAHUYAKOT C
PEA CODT

- [epesaya obpa3oBaTe/IbHOMY YUPEXAEHWIO NNLEH3NIA U
NHPOPMALMOHHbLIX MaTepnanoB A8 NpoBeAeHUs 0byyeHus

o Yyactuve cneuymanmuctos PEJ CODT B rocyfapCTBEHHbIX
aTTeCTALMOHHbIX U 3K3aMeHaLMOHHbIX KOMUCCUAX

o BO3MOXHOCTb MPOXOXAEHUS YHEOHbIX MPaKTUK U
cTaxuvposok B PEA COPT

o Yuactune PEJ CODT B pa3paboTke yu4ebHbIX MIaHOB U
obpasoBaTesibHbIX MPOrpaMm

« [lpoBegeHe COBMECTHbIX Hay4YHO-UCCNe40BaTeNbCKNX
paboT

o OTKpbITME y4ebHOro LieHTpa U LeHTpa KOMMeTeHUWA Ha
6a3e yuyebHOro yupexzaeHus

aE
BPE/ICOPT

A
g

C——
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PeweHnsa Ha 6a3e PEA OC




«PABOTAEM JOMA»

OPTAHN3AUUA YOANEHHOIO PABOYEIO MECTA

HOOO

aE
EWPE/CO®T

YHuBepcanbHOCTb
CoBMecCTUMO C 1tobbIM X86_64 KOMMbLIOTEPOM N HOYTOYKOM.

3aBepLUEeHHOCTb

O6pas OC copepxmT 6a30BbI HABOP NPUNOXKEHUA ANA
paboThl (bpay3ep, odUCHbIE NakeTbl) N yAaNeHHOro 40CTyna
(RDP\VPN knneHThl).

besonacHocTb
3awmeHHas ceptudurumposaHHas OC (cepTudukat
®CT3K Poccum no npopunto T.OC.A4.13).

3awnULeHHOCTb

PaboTaeT B pexume “TONbKO YTeHMe"”, YTo UckIoYaeT
BO3MOXHOCTb BHeJpeHNsA B CUCTEMY BPeAOHOCHOro KoAa.

PE/Z, OC B pexwnme LiveUSB caenaet

N060IN KOMMbIOTEP AOBEPEHHbIM!

(5% n0c] )

AnagavH

Q

KOMNaHue

KTUB

33



«PABOTAEM AOMA»

OPTAHN3AUUA YOANEHHOIO PABOYEIO MECTA

VPN/ VDI wnto3

Cxema pa6oThl

®

@

s , MK wam VPN wam
‘:F.,Eﬂoc H HOYTOYK - -
© FOCT VPN coeanHeHune
LiveUSB . B
Monb3oBaTtesb noakao4yaeTt LiveUSB C

onepaumoHHol cuctemon PEA OC 1 3arpyxaeTtcsa B
AOBEPEHHYIO Cpejy, W30NMPOBaHHYKD OT OCHOBHOW
OC Ha komnbloTepe. Bupycbl 1 BpegoHocHoe [10,
KOTOpPOe BO3MOXHO HaxoAuTca Ha AomalHem [1K,
HeZOoCTyNnHO B U3onmposaHHoi OC.

3arpy3us OC, nonb3oBaTe/lb Ha4MHaeT paboTy
B peXVMe - «TepMUHa/IbHbIWA KJINEHT»

aE
BPE/ICOPT

@

O

Myn yoaneHHbIX pecypcos

Mpw 3arpyske OC opraHwmsyetca 3awmieéHHoe VPN

coeAMHEeHMe K KOPMOpaTMBHbIM pecypcaM, 4To
nosBonser Mnoayyntb AOCTyn K  YAANEHHbIM
pabouvm cronam v VDI wnHdpacTpykType,

HaXoAdALWMMCS B 3aKpbITOn ceTn. ba3oBble cpeacTBa
opraHmsaumuy 3aNLLEHHOIO COeANHEHUS U KIINEHTbI
ANna yaanédHoro goctyna mn VDI cogepkaTca B coctaBe
OC, yctaHOBneHHow Ha LiveUSB.

o 3aBepLUEHMNU PabOTbl MOb30BaTENb BbIKIKOYaeT
LiveUSB 1 3arpyxxaeTt gomatuHioto OC.

34



PE/[l Buptyanunsauusa

ER
EmPE/

BUPTYAJTN3AL A

CocTaBHOE peLleHvie And yrnpas/ieHns
BUpPTYyanun3auyiein cepeepos 1 paboumx
CTaHLUWW.

BkitoueHa B EAUHbINA peecTp
POCCUMCKUX NporpamMm ana 38BM
n b, MnHumnepbl Poccrn
Ne6929 o1 01.09.2020

aE
EWPE/CO®T

ANSIBLE

) PATTERNFLY

HKVM

@ GLUSTER

CobCcTBEeHHbIe pa3paboTku

T
BPE/ICO®T
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PEJ BupTtyannsauyus

o rpajpuyeckni Beb-nHTepdeic
e BCTPOEHHbIe METPUKM 1 XypHasbl
o npoduan NPoV3BOANTENBLHOCT BUPTYaAIbHbIX MALLMH

« BblbOp NpMopUTETA BLICOKOW JOCTYMHOCTU ANS
BMPTYasbHbIX MaLLWH

e MUrpaLMIo BUPTYaNbHbIX MALUVH B peasbHOM BpPeMeHN

e PEXWUMbI BbICOKOV AOCTYMHOCTY A1 XOCTOB BUPTYaM3aumm
« MOMeHTa/lbHbleé CHUMKW BUPTYanbHbIX MaLUUH

« Hannuue WabNOHOB BUPTYasIbHbIX MAaLUMH

« CO3JaHMe BMPTYanbHbIX MALLMH 13 LWAa6/JIOHOB B pamMKax
nyna

° noakn4yeHme K BupTyaZibHbIM MallHaMm C
NCroab3oBaHNEM TOHKNX KITMEHTOB

aE
BPE/ICOPT

— Em :
— HmPE] BMPTYMM_SJ\UVIR

Bvoryamv:an..m
lNaHenb MHAWKaAT...

Vms:

Buprtyanusauus Hosbiid

Q

Xpanunuiie

AZMWHUCTPUPOB. :

CobbiTns

AR AR SRR R S
(&}

KommenTapuii

36



Buptyannsayma paboumx mect

VDI nHCTpyMeHT ANna co3paHuA 1 ynpassieHUs
BYpPTYyasibHbIMM pabouMmm mectamu

B PEA, OC peannsoBaH cobcTBeHHbIN VDI-kaneHT

ANA noaknr4yeHma K BUpTyaJ/ibHbIM MallHaM

aE
EWPE/CO®T

[locTaBka BUpTya/ibHOro paboyero mecta no npotokonam SPICE, RDP, VNC;
BupTtyanbHble paboyne mecta PEJ OC, MS Windows XP/7/8/10, GNU/Linux o NG

T e
NHavBUAyanbHbIe 1 rPpynnoBble Ny/bl BUPTYabHbIX paboumx MecTt ( \\ N \

BO3MOXHOCTb yAaneHus BHECEHHbIX U3MEHEHWA Cpa3y MO OKOHYaHUN \ L N
MCMNonb30BaHNSA paboyero Mecta \

[locTyn K pabo4yrM MecTaMm C MoMOLLbH0 6pay3epa Uan cneumnanbHoro
KMIEHTCKOro MPUIOXEHUS

AyTeHTUdMKaUMA Nonb3oBaTenen: nokanbHasa 6asa AaHHbIX,
MS Active Directory, LDAP/OpenLDAP

MNoasaepxka npobpoca USB B BUPTYyanbHYH MaLLUVHY:
HakonuTenu, seb-kamepa v T.4.



AomeH Samba DC

MporpammHoe obecneyeHue AnA cO3aaHNA e4UHOrO
pa6ouyero npocTtpaHcTBa MeXxay
onepauynoHHbIMM cuctemamm Windows u Linux.

OCHOBHblIe BO3MO>XHOCTMW:

o Cnyxba AyTeHTUPVKaLMM Ha base <S>H m E H

Kerberos v5; Active Directory

o LDAP-coBmecTMas ciy>b6a KaTanoros C
BO3MOXHOCTbI penavkauuy no DRS;

« CepBep ynpaBneHus rpynnosbIMy
NoONNTUKAMU;

o DNS-cepBep Ha 6a3e BIND,
obecrneyrBatoLLMii 6e30MNacHyHo
AVHaMUYeCKy perncTpaumno MMeH.

aE
BPE/ICOPT
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fJlomeH FreelPA

KomnnekcHoe peLieHme No ynpaBneHNo egMHbIM NPOCTPaHCTBOM
nonb3oBaTenen Linux cucrtem

o YnpaBneHve yepes Beb-nHTEephenc n
KOMaHZHY CTPOKY

AKTUBHbIE MONb30BaTeNN

o LeHTpannsoBaHHas ayTeHTUOMKaLNSA
N aBTOpM3aLNS

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

o XpaHeHne nHbopmMauny 06 yyYeTHbIX
3anmncax

o XpaHeHMe AaHHbIX O NOJIb30BaTeNsX,
rpynnax, Xoctax v gpyrmx
0bbekTax, HeobXoAMbIX ANS
obecrneyeHUsa 6e30MacHOCTY CeTun

aE 39
BPE/ICOPT



PEA AAM

Ll,eHTpan M30BaHHadA CMCTEMa
ynpaBieHUs KOH(I)I/IpraLI,I/IFlMI/I S

@ n MoHUTOpUHI

z

« WHTerpauus B gomeHsl

[
[

o [padnyecknin Beb-nHTepderic

. YnpaBneHve v BbiNONHEHMe nnenbykos Ansible
. YnpaBneHue y4eTHbIMU 3anncsaMn JOMeHa

o MoHUTOPUHI JOMEeHHOW NHGPACTPYKTYPbI

« KoHTponb 6e3onacHocTH

o KOHTpOnb NpunoxeHmi

« KOHTpOnb ceTeBbIX KaTanoOros

« KoHTposb rpadumyeckoro okpyxeHus

aE
EWPE/CO®T



ABTOMAaTM3MpOBaHHOe pa3BepTbiBaHMe OC

OpaHoBpeMeHHasa ycTtaHoBKa OC Ha MHO>XeCTBO MaLUVH

CrcTemMa aBTOMATU3NPOBAHHOIO pa3BepTbIBaAHMS

peanuniyet cnegyoLive GyHKUNN:

= YCTaHOBKa Mo cetTun

= [lpegHacCTpoOVKa KOHPUrypaLmi
AN PA3NNYHBIX FPYNN MaLUUH

= VaeHTndumkauma no MAC agpecam

= MOHUTOPUHT YCTaHOBKU

aE
BPE/ICOPT

Byxrantepis \

\"-','.1)

W

o[« (8]

Cucrema

aBTOMaTH3I
k pasBepThl

Omen KGAPOB

\ﬂFHet u |

IpoOBaHHOro
BaHua OC

O pnanyeckiil otaen

@HWHI—]]

!

1
pﬁxfﬁo\wﬁ\
*(6
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CncTtemMa yYHMBEPCaNbHOro MOHUTOPUHIA «BCE B O4HOM»

ZABBIX

. Beb-vHTepdeinc Ana HaCTPONKK 1

ZABBIX Monuropusr Visentapusauns  Ortverst

oTobpaxeHust nHGopMaLmm
KoHTponb Harpysku Ha npoLeccop

C6op faHHbIX 06 06beme cBO6OAHOM
ornepaTMBHON 1 GU3NYECKON NaMATH

MOHI/ITOpI/IHF dKTUBHOCTW XXeCTKOIro AnCKa
MOHI/ITOpI/IHF CeTeBOW aKTUBHOCTU

YBennueHmne pyHKLNOHANIbHOCTU C
MOMOLLbIO NOAK/IF0YaeMbIxX Moaysneint n API

OnoseLueHVie 0 CObbITUSX, TPEBYHOLLMX
BHVIMaHWS.

aE
EWPE/CO®T

MAHENb  Mpotnewst  OGaop  BeG  Mocheanne pamiwe  Tpacwor  Komnnexcibie sxparas  Kaprui ceted  Yonym

1

AKTUBHOCTb

A. Top6a4tis - AKTMBHOCTR NloNlb30BaTENA

02

407 1620 4071625
= GOALcity_TEST2: AxTeHocTs nonssosatens

407 1630

A. CunanTbesa - AKTHBHOCTb NoNb3oBaTens

08
08

02
)

407 1620 407 1625

= SILANTIEVA: AKTWBHOCTS nanbaosarens

4071635

407 16:40

o
407 16:17 4071623
GOALGity_TEST2: Bpews axTvBHOGTH nons3oeatens

== SILANTIEVA: Bpews aKTMeHoCTH nonbaoarens

A. Fop6a4ts - Bpems aKTBHOCTH NoNb30BaTeNs
21

407 1628
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Paboune ctaHummn Windows/PE/[, OC B Microsoft Active Directory

EAnHOe NpoCTPaHCTBO NoNb30BaTenei
DNS cepBep
BecnaponbHbI AOCTYN K pecypcam

EfvHOe NpoCTpaHCTBO Nonb3oBaTenen
DNS cepBep

pynnoBble NOAUTNKN

BecnaponbHbIf AOCTYN K pecypcam

oo
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Pabouune ctaHumm Windows/PEl OC/BaseALT/AstralLinux
B aomeHe PE/Zl OC (Ha 6a3e Samba D()

EAMHOE NpoCTPaHCTBO Mosib30BaTenei EAnHOoe NpocTpaHCTBO nosib3oBaTenem
DNS cepsep DNS cepsep

BecnaponbHbI AOCTYN K pecypcam [pynnoBbie MONNTNKY
becnaposibHbIVI 4OCTYN K pecypcam

EfVHOe NpOCTPaHCTBO Nosib30BaTenen
DNS cepBep

becnaponbHbIv AOCTYN K pecypcam

Beb nHTepderic ynpasneHus PEA AAM
IpynnoBble NoANTUKN Ha 6a3e PEA AAM

ZE
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KOHTpOIb M yripaBneHne MHPPaACTPYKTYPOU

Active Directory
e EanHOe MpoCTpaHCTBO Nonb3oBaTesen
e DNS cepBep
e [pynnoBble NONNTUKW (A1 KTNEHTOB

Windows)
e bBecnaposbHbI 4OCTYN K pecypcam
B
Samba

e EAMHOE NpOoCTpaHCTBO MoJib30BaTenel
e DNS cepBep
e becnaponbHbIA AOCTYM K pecypcam

PEA AAM
e Beb vHTepdeinc ynpasneHns JOMeHOM
e [pynnoBble NOAUTUKMN
e ABTOMaTMuUecKoe pas3BepTbiBaHME paboumx

CTaHuun PXE

aE
BPE/ICOPT
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[MprMepbl BHegpPeHNN




[lpyMmepbl BHegpeHUS

aE
BPE/ICOPT

dCCIN Poccunm

e MHoOroypoBHeBas nepapxmyeckasa MHPPaCTPyKTypa
peno3sntopmes OC
PegepanbHbi LLOA 1 85 pernoHanbHbix LLO/

e OrtkazoycronumsbIV knactep PLIO/ -
0TKa30yCToNYMBOCTbL 99,9%

e HOpugmnueckn 3Haunmbli 340 C NnpuMeHeHneMm
KBanuomnupoBaHHon JI1

e Ton-5nmno o6bemy obmeHa B CM3B

[MpoueHT BHeagpeHuA:
e pabouux ctaHumim - 85% (36 820 13 42 904)
e CepBepoB-99% (2 633 13 2 662)
47



[lpyMmepbl BHegpeHUS

[MAO «PocTtenekom» 1 Bce ero apodunanmpoBaHHbIE NLLA
nprobpesnn npaso Ha ncnosib3osaHve PEJ OC
CTaHAAPTHOW pejakumn KoHourypaumm «Cepsep».

Ocoboe BHVYMaHVe npu Bblibope OC yaensanocb

PocCTenekoM BO3MOXHOCTAM MNOAAEPXKKM BUPTYanu3aLmm 1
KOHTenHepu3aunn.

CepBepHaga rpynna NAO
«PocTtenekom» n ,D,O'vlele/lX KOMMaHnI Pe3synbTaThl NCMbITaHWV MOKa3aam noaHoe
cocTaBnsieT cooTBeTcTBME PEJ OC npeabaBnaemMbim
6onee 4000 cepBepoB 1
1000 HPOPMALMOHHbIX CUCTEM

TpeboBaHMUSAM.

[ ] 48
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[lpyMmepbl BHegpeHUS

PEA OC noctaBnsietca B PX/ B coctaBe cuctembl MIMLU-3/1, 3aKka3umkom
KOTOPOW ABNASETCA CNyxba aBToOMaTUKN 1 TeieMexaHnkm OAO PXK/.
OnepaTopamMu CUCTEMBbI ABAAOTCA PaOOTHUKN CNYXObI ABUXEHUS.

BBegeHO B NMpOMbILLNEHHYO 3KCnayaTauuo 318 ctaHUuMiA aucneT4vyepos

nog ynpasneHvem PE[ OC.

PEA OC noctaBnsietca B coctaBe MIILU-3/1, npousBoaMMOn
JIOCMHOOCTPOBCKMM  3N1eKTpOoTexXHn4YeckumMm  3asogom  J103T3
dunmnanom OAO STTE3A.

PEA OC ycrtaHoBneHa wn paboTtaeT Ha APM gexypHOro no
cTaHummn, APM snekTpomexaHuka, APM MmoHutopuHra, APM MNTO
v ap.

C pabouero mecta APM ACIT gexypHbIiA NO CTaHUMWN BbIMNOMHAET
paboTy No ornepaTtMBHOMY YMpPaB/eHUIO ABVXEHWEM [0e3/0B
(ycTaHOBKa MapLUpyTOB, MepeBo, CTPEeNOK, OTKPbIT/E CUTHANO0B).

PEZl OC npowuna vcnbitaHus B coctase MIMLU-3J1 n noctasnseTcs
B COCTaBe cucTeMbl Kak cpega ¢yHKumoHuposaHus MO APM-3J1
MILU-2/1.

aE
EWPE/CO®T

MILU-3J1 - 3To MukponpoueccopHas cucTema
yrnpaBneHuns ABMXeHeM Noes3foB, peannsyroLas
LeHTpaan3auuto CTpenok 1 CBeTopopos.,
npeAHasHayeHHas 415 aBTOMaTU3aL MM MPoLLeccoB
KOHTPOAS 1 yNpaBAeHWs ABUXEHVEM NOe340B Ha
Xene3HOAOPOXHbIX CTAHLMAX 1 MeperoHax npu

obecrneyeHny 6e30NacHOCTU ABMXKEHWSI MOE3/0B,
NOBbILLUEHWSA YPOBHS MHTErpauum ¢ 4pyrumm
aBTOMAaTU3VPOBAHHbLIMU CUCTEMAMU U
ycTpovictBamu XXAT, aBToMaTu3aumm GyHKLNA
ANArHOCTUKN.
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[lpyMmepbl BHegpeHUS

' UEPHOMOPHESDTETA3

[0CY 2LapCTBEHHO YHUTApHO® NP AnpHATHe PecnyBiuky KpbiM

o lVIMMopTo3ameLLeHMe B YCIOBUAX XXECTKOW
CaHKLVIOHHOW NOJINTUKW B PermoHe.,

o BbINoNHeHbI MoKasaTenn nMNopTo3ameLleHrs No
[Mpurka3sy Ned86.

BHegpeHo 1 akcnnyatupyetca Ha PE/, OC

425 pabounx mecT

aE
BPE/ICOPT
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[lpyMmepbl BHegpeHUS

CJIA:!IIPIIM

aE
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NcnbitaHma npoayktoB PEA COPT Ha
COOTBETCTBME MNpeabABAdeMbIM
TpeboBaHNAM NPOBOAUINCE COBMECTHO C
OO0 «TA3[MPOM NHDOPM».

NMpousBegeHbl noctaBku PEA OC:

[MAO «[TA3MPOM»

OO0 «['A3IMPOM ABUA»

AO «"A3IMPOM F'ASOPACMNPEAETEHWE»
OO0 «['A3MPOM TPAHCI A3»

OO0 "TA3IMPOM AOBbIYA»

N apyrvie 430 MNMAO “TA3IMPOM".

51



[lpyMmepbl BHegpeHUS

pynna «Pyclnapo»

pynna Pyclnapo — OAWH 13 KPYMHEenLWmnx poCcCcunckmnx
JHepreTnyecknx  XonauHros. Pyclngpo  aBnaeTcs
nufepoM B MPOM3BOACTBE 3Heprmn Ha  base
BO306HOBASAEMbIX NCTOYHMKOB, pasBrBalOLLVM
reHepaLuto Ha OCHOBE 3Heprn BOJAHbIX TOTOKOB,
COJIHLIA, BETPA M reoTepMasibHON SHepPruun.

Pycl napo

MAO «Pyclviapo» BnageeT pajoM AaflbHEBOCTOUYHbIX

3HepProKoMnaHu:

o TAO «/[lanbHeBOCTOUHAsA IHepreTnyeckas 1840 nnueH3nin PEJ OC Pabouada cTtaHUus
KoMnaHus» 105 nnueHsuin PEA OC cepsep

e AO «/[lanbHEBOCTOYHAsA reHepnpYyLLAs KOMAaHNS» 35 5 PE/L B

o AO «/[lanbHeBOCTOYHaA pacrnpesenmTenbHasa ceTesas nvuenHsvn PEA Buptyanusayns
KOMMaHUsA»

e AO «fAKyTCK3HEepro»

e U apyrue.

52
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[MpnMepbl BHegpeHud

AO «CBA3bTpaHCHeMdTb»

O0O0 «TpaHCcHedTb - TexHONorM» NPoBeeHa dKCnepTm3a
cepBepHon KoHpUrypaumm PEJ OC.

3akntoyeHuie nogreepxgaet 100% cooTtBeTcTBme PE/ OC

TpeboBaHMSAM No kaTeropmun "OCHOBHas
OYHKLMOHANBHOCTL".

OcywecTtBnatTca noctaBkm PEL OC ans cepBepoB U
paéounx ctaHUmA

aE
BPE/ICOPT

(&

TpaHCcHe]dTb
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[puMmepbl BHegpeHUS

aE
EWPE/CO®T

AMano-HeHeLUKNIN aBTOHOMHBbIIN OKPYT U
ropog, J1abbITHaAHIU

bonee 5000 paboumnx mecTt
n 60 cepsepoB Ha PE[] OC

e EaViHbIE pekOMeHAaLVN B permoHe

o 12 PErMoHa/IbHbIX OPraHoB B/N1aCT U NX
noaseOoMCTBEHHbIE yUpexXaeHNA

e 33 opraHa MecTHOro camoyrnpaB/ieH/s N UX
NoABEAOMCTBEHHbIE yUpeXxaeHNA

e 5 06pa3oBaTesibHbIX yUpexaeHN

e BHegpeHa v akcnnyaTupyeTcs MHGpPaCTPYKTypa
BMPTYalbHbIX PaboulX CTOJIOB
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[puMmepbl BHegpeHUS

Bonrorpaackasa o6s1actb

30 peroHasbHbIX
OpraHoB UCMOJIHNTE/IbHOW BNacTn
800 pabouunx mecTt

e KomuTteT 06pa3oBaHVs, HAYKMN N MONOLEXHOW
nonnTUKK Bonrorpaackon obnactu - 65 paboumx
MecT

BOMTOINrPAOCKAS

e Komutet roctuumm - 58 pabounx mect

e YnpaBneHwue genamv AAMUHNCTPALNY
Bonrorpagckov obnactv - 51 paboumx mect
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[puMmepbl BHegpeHUS

aE
BPE/ICOPT

Kypckasi obnactb

65 opraHoB BJ1acTu
N MeCTHOro camoynpaB/ieHUs
bosiee 1500 pa6boumx mect Ha PE[] OC

EoVHbIE pekoMeHAauun B pervioHe

KoHTyp M®L, Kypckown obnactm attectoBaH PCTIK
Poccuu

CornaweHvie 0 Hay4YHO-TEXHNYECKOM COTPYAHMYeCTBe
®Irb0Y BO «HOro-3anagHblii rocyiapCTBEHHbIV
YHUBEpCUTEeT»

ABTOPV30BaHHbLIV YyYebHbIV LLeHTP
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[puMmepbl BHegpeHUS

MWHNCTEPCTBO Tpyaa U 3aHATOCTU
HaceneHna OpeHbyprckon obnacTu

Bonee 300 pabouunx mecT

e HaPEJ OC 6onee 62%
CxaTble CpOKW peanmsaumm NnpoekTa

e YBeMYEeHKe OKaszaHud roc. ycayr B
3N1eKTPOHHOW ¢opme Ha 17%

e YBenMYeHue 3anpocoB No cmcTemMe
CM3B 6onee yem B 2.5 pasa
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[lpyMmepbl BHegpeHUS

Kypckas obnactb

EaHble peKoMeHZaunmn B pervioHe.
58 opraHoB BNaCTU 1 MECTHOro caMoynpas/ieHNs.
Bonee 1200 pabounx mect Ha PEZ, OC.

AAMano-HeHeLuKNA aBTOHOMHbIN OKpPYr

EAvHbIe pekoMeHZaumn B pervoHe.

13 opraHoB BNacTu 1 MeCTHOro caMoynpas/ieHUs.

Bonee 3 000 paboumx mect Ha PE[ OC.

BHeapeHa n akcnnyatupyeTca MHGPACTPYKTypa BUPTYabHbIX paboulix CTONOB.

Bonrorpaackasa obnactb

30 opraHoB B/1IaCTU 1 MECTHOIO cCaMoyrnpaBieHuUs.
Bonee 800 pabounx mect Ha PEZ OC.

aE
BPE/ICOPT
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[puMmepbl BHegpeHUS

MeaunumnHckue yupexxaeHuna KpacHogapcKkoro Kpas

e BHegpeHue PEA OC B MegyupexaeHus
KpacHogapckoro kpasa ctaptoBano B KoHuUe 2019 roga.

e CerogHs PEA OC ncnonb3sytoT 60see 200 KpaeBbIX
opraHuv3auuii B 061acCT 34paBOOXPaAHEHUS.

13000 pabounx mecT 90% MeANLMHCKMX yUpexaeHni
MEANLMNHCKOro nepcoHasna KpacHoaapckoro Kpasi nepeLunm Ha
500 cepBepoOB yupexaeHnmn PEA OC
3/,paBOOXPaHeH S o

aE
EWPE/CO®T



OnbIT BHeApeHUA

aE
EWPE/CO®T

Bonrorpaackas KypraHckas KemepoBckas Kanyxckas
obnactb obnactb obnactb obnactb

o4

KpacHogapckuin Pecnybnuka Hosropogackas Pecnybnuka MpuMopcKnii MaragaHckas
Kpawi [JarectaH obnactb Mapwii On Kpaw obnactb

MeanunHckre opraHusanmm 46 pernoHos Poccry BHegpunn
PEZl OC — 60nee 120 000 nuiLieH3WI
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