«POCTENNTEKOM-COJNNAP» —
FTAPAHTUNA KUBEPBE3OIMNACHOCTHU



O komnaHum
«PocTtenekom-Conap»



«Poctenekom-Conap»
Ha pblHKe Knbepb6e3onacHOCTU

3awuwaem undposoe byayuee Poccum

N

HA PbIHKE CEPBUCOB
EPBE3OMNACHOCTHU

1100+

30 C ocCT

750+

nop 3AWNTON

24/7

OBECINEYEHUE
EPBE3OMNACHOCTHU

600+

PPPPP 3OBAHHHX
B ron



«Poctenekom-Conap» —

Mbl o6ecneynBaem v rapaHTUpyeM Halu KoMnneKcHbIN noaxopn, BKIoYaeT
ra paHTMﬂ KM6ep6esonaCHOCTM Kn6ep6e30nacHOCTb B OPraHU3aLysx B ce6s aHanu3 yrpos, NpeaoTepalleHne
OT Manoro 6usHeca [0 peaepanbHbIX OPraHoB BTOPXEHUN, NOCTPOEHME 1 3KCTyaTaLyio
BnacTyh. Hallu TeXHONornm n pacnpeneneHHble crcTeM knbep6e3onacHOCTH, YTO AaeT HaMm
MO BCell CTPaHe LIeHTPbI KOMMETEHLI BO3MOXHOCTb HECTW OTBETCTBEHHOCTb
NO3BONSIOT HaMm paboTaTb B pexume 24/7 3a 3aWunTy OT COBPEMEHHbBIX KNOepyrpos

& 1=n

EavHas Touka OTBETCTBEHHOCTU MapTHep, roToBbIV B35Tb LleHTp akcnepTu3bl 1 MOMOLLHUK
3a knbepbe3onacHOCTb LndpPOoBON OTBETCTBEHHOCTb 3a MO NOBbILLEHNIO KNH6EPrPaMOTHOCTU
TpaHcpopmaLMM OpraHoB BNacTu Knéepbe3onacHOCTb KOMMaHMK 1 3aLLMTE OT MHTEPHET-Yrpo3




_ P _ Pa3BuTtne cob6CTBEHHbIX KOHKYPEHTOCMOCOBHbIX NPOOYKTOB
CTpaTerMﬂ pa3BMTMﬂ @\ N TEXHONOTNN B BOCTPEOOBAHHbIX N NePCneKTUBHbIX
— = cermeHTax. Cob¢cTBEHHbIE NPOAYKTbI CMOTYT 0b6ecneynTb
«Poctenekom-Conap»

Nno CEePBUCHOM 1 ayTCOpPCHMHroBon moaenn. CepBuChl Kak
K/IOYEBOW 3/IEMEHT BbICOKOW LLEHHOCTU U AONTOCPOYHbIX
OTHOLUEHUN C KITMEHTOM

|:| Onepexalollee passutne anucTpmbyumm texHonorumn Nb
- JlnpepcTBO Ha pbiHKe
KnbepbesonacHocTn B Poccunm

» bbITb nepBbiIMAN B TEXHOJTOTNAX

 BbITb nepBb|M|/| B KITMEHTCKUX W ViHBeCTULUMM B pa3BUTUE PbIHKa KI/I6ep6eSO|'|aCHOCTV|,
B3aMMOOTHOLUEeHnaxX q)opMleOBaHVIe n CTumMmynmnpoBaHme cnpoca, BoCcnntaHmne
KBanndULUMPOBaHHbIX KagpoB ANns cebs n gna PbIHKa




[lopxopn «Poctenekom-Conap»
K obecnevyeHnio Knbepodes3onacHOCTH



Ko MMNeKCHbI ﬁ no nxo n C60p RaHHbIX U KOHCANTUHT TexHONOrMM U MHCTPYMEHTbI 3aLUTbI O6ecneyeHne knbepbe3onacHoOCTn
«Poctenekom-Conap»

AHanu3 3alWmIEeHHOCTN 1 NPOBeaEHNE 3awmnta nepumMeTpa, paboumx CTaHuMNn, 6as gaHHbIX, o YnpaBneHue knbepbe3onacHOCTbIO

TECTMPOBAHUN Ha MPOHUKHOBEHNE MoYTbl, IPUNOXEHNI N BE6-CEPBUCOB 38LLATA OT BCEX BUAOB KNGEPATAK

o KoHcanTuHr n KOMnNeKkCHbIN ayaonT 3awmTa KaHanoB CBS3U * MOHUTOPUHI NHUMOEHTOB

cuctem 6e30nacHoOCTU ;
3awmTa NnyoennyHbIX 1 rMOPUOHbLIX 061akoB AHanu3 yrpos 13 BHeLlHe 06CTaHOBKU

» PaspaboTka cTpaTernmn pa3smtums

. YnpaBneHue gocTymnomM K MHGOPMaLMOHHbIM KomnnekcHbIN KOHTPO!b 3aLUMLLEHHOCTH
Kn6epbe30nacHOCTM N AOPOXHOW KapTbl

cucTeMam u ayTeHTUdMKaLms nonb3osaTenemn . .
MNpoBeneHve knbepyveHn ans

NMopTBepXxpeHHas rOTOBHOCTb
3alumTa OT BHYTPEHHUX yTeyek * CrMeunan1cToB No Knbepbes3onacHoCTN
K OTpa)KeH n IO KU 6epaTaK * Obecneverivie CoOTBETCTBIS TPEBOBAHNSM BbicTpanBaHMe npoueccoB 6e3onacHon paspaboTkim lNoBbiweHve kBanudukaLmm

perynatopos .
1 OCBEOOMIIEHHOCTU COTPYAHNKOB

» BbicTpanBaHue npoueccos knbepbezonacHOCTH

[NocTpoeHne koMnnekcHoN 3awunTbl Ha 6a3e

CO6CTBEHHbIX MPOAYKTOB, cepBucoB Solar MSS TexHuueckas nopaepxka

* OueHKa TeKyLLEero CoCTosHUS N PELLUEHU CTOPOHHKX MaPTHEPOB ° V1 COMPOBOXAEHME CPEACTB 3alLyThI
Kn6epbe30nacHOCTN B OpraHmnsaLmm

*  [narHocTtumyeckmm MOHUTOPUHI

ObecneyeHne knbepbesonacHOCTH
s ¢ nomolubio Solar JSOC - ueHTpa
NPOTMBOOENCTBUS KnbepaTakam

° BbicTpavBaHVe apxXUTEKTYpbI
Knbep6e30MacHOCTA C Y4EeTOM
6U13HEeC-MPOLECCOB OpraHM3aLmm



Jlyywine komnetTeHUnu Jlyywine komnetTeHUmu
No NPOTUBOJENCTBUIO NO NOCTPOEHMIO M IKCIJTyaTaumu
Kubepartakam cuctem KnbepbesonacHoCcTH

NCTOPUN YCNEXA NIYHWAA TEXHUHECKAA MHOIOOBPA3UE PA3JINYHbIX
BO BCEX OTPAC/IAX OKCMNMEPTU3A HA PbIHKE CEPBNCOB KUBEPBE3OIMACHOCTU
¢ Peanusauusi NpOEKTOB ¢ CO6CTBEHHbIE NPOAYKTHI — ¢ Yno6HOE U MrHOBEHHOE MOAKIOYEHNE
300+ oTpaxeHHbIX aTak C poccunckmmm n MexapyHapogHbIMn Co6cTBeHHas nccnepoBartenbckas B OpraHusaumsx no6oro nvaepbl B CBOUX cErMeHTax
NpPodeCccUoHanbHbIX opraHusaumsmu (FinCert, FocCOIKA, na6oparopus Solar JSOC CERT macwraba e p— = Bocsen;ox::cn;bl6:pa::60§ag:n};re
knbepnpectynHukos B 2021 rop, HKUKW, First ¢ JKeneptnsan (SN “ BICOB B 3aBUCMMOCTM OT peLlaéMbIx
cmnanpmpaxcn);pms ol JSOC y il ) ExepHeBHO aKqunMSMpyeMaﬂ ¢ MNocTpoeHne cucTem 1 3apy6eXHbIM TEXHONOTUAM 3apad
MopknioueHne K akTyanbHbIM 6a3am 6asa Threat Intelligence knbepbesonacHocTu nio6oro
yrpos Ja6opaTtopus knbepbesonacHOCTH YPOBHSI CITIOXHOCTMN

ACY TN



' /2 Topxopn «PocTenekom-Conap» k o6ecneyeHnto knbepbesonacHoCTn

«PocTtenekom» — Kfo4eBOU nNapTHeEpP
rocyaapcrtea B unupposmnsaumm 1
«Poctenekom-Conap» — eguHas Touka OTBETCTBEHHOCTU MBSO RIS 2 077

undpoBomn TpaHchopmaLum
OopraHoB BnacTtu

3a peanusauuio U CONnpPoBOXAEHUE KOMMMEKCHbIX MPOEKTOB
no 6e3onacHou unpposon TpaHcPopmaLmm OpraHOB BNacTu

Peanuzauns maclutabHbIx AKTVBHas nogaepxka
rocCnporpaMm no NoCTPOEHNIO paboTbl KOMUTETOB
undpoBour MHGPaCTPYKTYpPbI MuHundpbl 1 PCTIK

Poccumn

O6ecnevyeHne TpeboBaHU
FocCOIlKA «nog, knoy»
N NoCTpoeHne 6e3onacHbix NIC



«Poctenekom-Conap» — oTBETCTBEHHbIW
napTHep B obecnevyeHuun peanbHOn
3awunTbl 6U3Heca

«Poctenekom-Conap» — KOMaHAa, KoTopasi NOHUMaer,
KaK yrpoabl MHPOpMaUNOHHON 6€e30NacHOCTU OTpaXaloTcs
Ha OeATeNbHOCTU KOMMNAHUK, N YMEET UX NpefoTBpaLLaTh

Puck-ueHTpupoBaHHbI
noaxon

RN

K 06ecneyvyeHunto 1 ynpaseHuio

Knbep6e30nacHOCTbIO
CbanaHcupoBaHHOE MOBbILIEHNE YOO6HbIM U NPOCTON AOCTYN
YPOBHS 3aLUNLLEHHOCTMU, k akcneptuse «PoctenekoM-
COOTBETCTBYIOLLEE YPOBHIO Conap» B pexume 24/7
uMppoBmM3aLmm KoMnaHmm BO BCeX pernoHax Poccum

2bPekTUBHOCTb
pacxopoBaHUS CPEACTB

1N BbICBOOOXOEHME PECYPCOB
ONs pasBuTus busHeca u UT



[lpoaykTOBbIN NOPTdENDb
«PocTtenekom-Conap»



CrpykTypa 6u3Heca KoMmnaHuu
«Poctenekom-Conap»
BKJIIOMAET YeTbipe KIo4YEeBbIX
HanpaB/eHNsA

HenpepblBHOE pa3BuUTnE NPOAYKTOBOro

noptdenss u TeEXHONOrnm Knéepobe3onacHoOCTn
NO3BOJIIET NpeaiaraTb 3aKka34ynmkam peLlueHus,
MaKCMManbHO OTBevaloLwWme Nx NoTpedHoCTaIM

CEPBUCHI

Solar JSOC — nepBbiN 1 KPYNHENLWNN
B Poccumn KOMMepYeCKuii LEHTP
npoTuBOOENCTBUSA KubepaTakam

Solar MSS — skocucTtema ynpasnsgembix
CepBUCOB Knb6epbe3onacHOCTU
no nognuncke

MHTEIMPALNSA

Solar UHTerpauus

Peanunsauuns KOMNNeKCHbIX NPOEKTOB
no Kknéepbe3zonacHoOCTH

KnéepbesonacHocTb 06bekToB KN
nACY TN

0 0 O

TEXHOJTOInn

Solar Dozor — npepoTBpalleHne yTeyek
nHopmaumnn

Solar webProxy — KkoHTponb gocTyna
K BeO-pecypcam

Solar appScreener — aHanu3 koga
NPUNOXEHUN

Solar inRights — ynpasneHnue npasamun
OOCTyna nonb3oBaTenen

Solar addVisor — opraHnsaunoHHoe
pasBuTUE N OUEHKa NPOAYKTUBHOCTY Tpyaa

KNWBEPMNOJIUTOH

HauvoHanbHbI KW6EPNONUTOH —
noBbllWEeHWe kBanudukaLmm CoTpyoHUKOB
oTpacnn knbepbezonacHOCTH



CepBuchl

MNpenmyliecTBa cepBUcCHON Mopenu

|- ¥ 4

[pocuunTbiBaeMble
eXeMecsaYHbIe MnaTexmu

BaavmopononHsemble
CEPBUCHI 3KOCUCTEMDI

YcTtpaHeHve
peduumTta kagpoB

[pocTtas
MacLUTabrnpyeMocTb

Bbictpoe
nopknoyeHne

0=
e

—[1=

JnyHbIN KABUHET
C AeTanbHbIMU OTYETaAMI

=

KoHTponb paboTsbl
cepswucos 24/7

REZBA

CoortBeTcTBME
3akoHopatenscTy PO

'|\



Solar JSOC — nepsBbin 1 KpynHenwnm
B Poccum kKoMmMepyYeCcKnn LEHTP
NPOTNBOAENCTBUA KMbepaTtakam

N

HA PbIHKE SOC
B POCCUMU

350+

30 C OCTHU

190+

0 N3 BCE

0 C N 3KOH OMI/IKVI

10

HA OBHAPYXEHMUE



Pewaemblie 3apaun

Solar JSOC — nepsbin U KpynHenwmn B Poccum
KOMMEpPYECKUN LIEHTP NPOTUBOAEUCTBUSA
Knéeparakam, gencreytowmm no mogenn MDR
(Managed Detection and Response).
O6ecneunBaeT 3aWMTY KPYNHbIX
rocyaapCcTBEHHbIX U KOMMEPHYECKUX
opraHu3aumn oT Kubepyrpos n okasbiBaeTt
nomoLub apyrum kopnopatmsHbim SOC

PasBefka 1 paHHee npepynpexaneHne
06 yrposax, oLeHKka PUCKOB U1 ynpaBneHne
YyA3BMMOCTSIMM

PacLumpeHHble BO3MOXHOCTU MOHUTOPUHIa
N aHann3a coobITU kKnbepbesonacHocTu 24/7,
MPOTUBOOENCTBME aTakaM Ha paHHeN cTagum

OnepaTnBHOE TEXHNYECKOE
paccnefoBaHue, nMkeuaaums
NOCNEeACTBUN N yCTPaHEHNE NPUYMH
BO3HMKHOBEHUS MHUMAOEHTOB

MomoLpb B CO30aHMM U COBEPLUEHCTBOBAHUN
LLEHTPOB ynpaBfieHus1 Knbep6e30nacHOCTbIO
(SOC)



JKocucrtema CepBmUCcoB
Solar JSOC

MOHUTOPWUHI 03 %
MHUNOEHTOB 9?
* MOHUTOPWHI 1 aHann3 MHLMAEHTOB

* AHanua ceteBoro Tpaduka (NTA)

* 3aluTa KoHeuHbix To4vek (EDR)

* MOHUTOPVHF BU3HEC-CUCTEM

* MonutopuHr ACY TI
e Cepsucol flocCOIMNKA

/3 TpopykTtoBbii nopTdens «Poctenekom-Conap» / Cepsucekl / Solar JSOC

PACCJIEOOBAHUE
U PEATMPOBAHUE
HA NTHUMOEHTDI

YnpaBneHve npoLeccamm pearmpoBaHus
Ha knbepuHumaeHTsbl (IRP)

PaspaboTka nnenbykos
Incident Response

TexHnyeckoe paccnenosaHune
MHUNOEHTOB

KOMMJIEKCHbIU
KOHTPOI/J1b
3AWUNWEHHOCTU

TecTupoBaHMe Ha NPOHUKHOBEHNE
AHanuna 3alwmieHHOCTH
CounoTtexHmyeckoe nccrnepoBaHme
Assumed Breach

Red Teaming

AHanus puckoB 1 obcnegoBaHne
NHOPAaCTPYKTYpBI

OueHka 3penocTn TEXHNYECKON
3alUnThbI

AHAJIN3 YIrPO3
N BHELWIHEW
OBCTAHOBKMU

Knbeppassenka

NOCTPOEHUE SOC
N EFO YACTHDbIX
MPOLUECCOB

NocTtpoenne SOC

KoHcanTuHr



Solar MSS — kpynHenwas Cepsucbl Solar MSS sawmwaloT oT BCEro cnekTpa yrpos
B Poccum skocuctema CepBUCOB N pelaloT KOMMNEeKCHble 3apadn kKnbepb6esonacHOCTM.
KI/I6ep6e3OI'IaCHOCTI/I no nognucke OHU 06beanHEHbI B 3KOCUCTEMY Ha TPEX YPOBHSX:

TEXHONOIMMNMYECKUN NONIb3OBATE/NNTbCKUU AHATTUTUMECKUU

O6MeH MHbopMaumen Mexay cepsmcamm EonHas Touka B3aMMoaencTeus OueHka 3¢pdekTMBHOCTU
N cospaHne obLMX NONUTUK 6e30MacHOCTU C KJIMEHTOM 1 BM3yanmaaunmn paboTbl peLLeHMs KOMMEKCHbIX 3aday



JKocuctema cCepBmUCcoB
Solar MSS

CEPBUCHDI PELWLEHUA
3awuTa ot KOHKPETHbIX Yrpo3 Ky|6ep6e30nac|.|oc1'y| KomnnekcHble peweHnsa ana 3awuTtbl OT LEeJsioro CnekTpa yrpos c ¢OKyCOM Ha 6usHece
3almTa oT ceTeBbix yrpos LLinpposaHue kaHanos cesam — FOCT VPN 3alnTa oT PpuULLIMHIa U WGPOBaNbLLMKOB 3almTa oHnavHa
3almnTta aNeKTPOHHOW MOYThI 3awmTa ot DDoS-artak
KoHTponb ya3BumMocTen 3alwmTa Be6-NpunoxeHnn
3awnTa OT NPOABUHYTbIX YrpO3 KoHTeHTHas punbTpaumns
YnpaBneHne HaBblkaMu Perncrtpauma n aHanna cobbiTumn

Knbepb6e30nacHOCTH kKnbepbe3onacHOCTH



Kno4yesBble

npeMmMylLlecTBa
Solar MSS

NMPOCTO

OnepaTuBHOCTDb

OT 2 gHen HyXHO ans
NopaKioYEHNSI CEPBUCOB
1 peweHnn

70%

CepBCOB 1 peLLEHUN SKOCUCTEMBI
nopknovaoTcs 6e3 BMeLlaTeNnbCTea

B MHPPACTPYKTYpPY

[Mpo3payHoCTb

Ypo6Hoe ynpaBneHue
1 BU3yanusaums pabortbl
CEpPBMCOB B NINYHOM KabuHeTe

BbIrOOHO

TmbkocTtb

Bonbwoe konnyecTso
Tapu$poB AN pasHbIX
noTpe6bHOCTEN KNNEHTOB

40%

CpepHsis 3KOHOMUSI Ha rOpU3oHTe 5 net
B CPaBHEHWUW C KJ1aCCUYECKON MOAENbIO
3aKynku u BHegpeHuna TEXHONOrUN

KoMnnekcHoCTb

PelueHune 3agay KNMEHTOB BMECTO
06bIYHOrO NPefoCTaBNEHUs
CPEACTB 3alUThbl B apeHay

HAOE>XHO

OTBeTCTBEHHOCTb

®duHaHCOBas OTBETCTBEHHOCTb
B paMKax D,OFOBOprIX
ob6as3aTenbCcTB

99,5%

CraHpapTHbIA rapaHTUPOBaHHbIN
YPOBEHb OKa3aHUsi CEPBMUCOB
(Service Level Agreement, SLA)

OTKa30yCcTON4YUBOCTDb

12 500 cTO€K B COBPEMEHHbIX
Lo knacca Tier llI



TexHonoruwm

Solar Dozor

Cuctema npegoTBpaLleHus
yTeuek (DLP)

Solar addVisor

OpraH13auMoHHOE pas3BuTue
1 oLeHKa NPOAYyKTUBHOCTU
TpyAa (EPM)

Solar inRights

YnpaBeneHue npasamu
[OCTYyrna nonb3oBaTenen
(IGA)

Solar webProxy

LLino3 Be6-6e3onacHoOCTU
(SWG)

Solar appScreener

Cratnyeckum aHanms 6e3onacHocTu
npunoxenun (SAST)



Solar Dozor — cucrtema EELEIZ\EDIAHE
npepoTepalleHns ytedvek (DLP)

MpepoTBpalleHne yTeyek nHopmaLnm

MpoBeneHne paccnenoBaHnii No NepcoHe
WY rpynne NepcoH

Bnokunpyet yteukn nH¢opmauum, BbiSBNsSeT aHoOMaImm < AEEMSED . PEUGUEST] (LB ER | BRI
. MOLLEHHMNYECTBA N KOPPYNLMA

B NOBeAEHUM NONb3oBaTeNen u nomMoraetT o6HapyXuTb MOHITOPUHT FpyNN 0COBOTO KOHTPONA

paHHMEe NPU3HaKu KOpNopaTMBHONO MOLLEHHNYEeCTBa BLISB/IHVIE NPUSHAKOB HOMANLHOTO

nopeneHnda CoTpyaoHmMKoB

KoHTponb pabo4yero BpeMeHu

KJTIOYEBDIE
NMPENMYLWECTBA

ABTOMaTUYECKUIM aHanu3 noBeneHns
nonb3oBatenen (UBA)

YcTaHoBKa «B pa3pbiB» Tpadpuka

PasButas cuctema MHUMOEHT-
MeHeOXMeHTa

MrHOBEHHbIV MOUCK MO apX1BY
Yoo6Hbin nHTEpdenc, HarnagHas
aHanNUTMKa 1 MOHATHbIE OTYEThI
MNMoppepxka paboThbl B KPYMHbIX

TeppuTOpUanbHO pacnpeneneHHbIX
XOonauHrax

BoigepxumaeT Harpyaky B 250 OO0+
nonb3oBaTeNnemn



Solar webProxy —
w03 Beb6-6esonacHoctTu (SWG)

KoHTponupyeT AocTyn cCOTPyAHNKOB U NMPUNOXEHUN
K Be6-pecypcam u sawmwaet ot BpegoHocHoro MO
N HABA34YNBOW peK/iaMbl, KOTOPbIe OHU MOTYT coaepXaTb

PELLUAEMBbIE
3A0A4NA

KoHTponb gocTyna coTpyaHMKOB
N NPUNOXeHNN K Beb-pecypcam

KoHTponb gocTyna yganeHHbIX COTPYAHUKOB
K KopnopaTtmBHbIM Beb-pecypcam n OWA

Pacwnoposka HTTPS-Tpaduka ona ero npoBepkmu
apyrumm C3U (DLP, AV i 1. 4.)

MNpoBepka Beb-Tpadurka No KIYEBbIM COBaM
A NPefoTBpPaLLEHNS YyTeyek MHPopmaumm

KaTeropusauus caltoB ansa 3awuThbl
oT BpepoHocHoro MO n ¢uwmnHra

BJ'IOKI/IpOBKa HaBA34MBON pexknambl

KJTIOUEBbIE
NMPENMYLECTBA

Bbicokas nPon3BOONTENIbHOCTb

[Mbkas ayTeHTUdUKALMS COTPYLHNKOB
U NPUNOXEHUN

CoOBpEMEHHbIN N yOOOHbIN MHTEPdENC
[Mbkaa n yoobHaa CUCTEMa OTYETOB
Bbicokasi 0Tka30yCcTOMYMBOCTb

CoOCTBEHHbIN KaTeropusaTop
BE6G-pecypcos

[OTOBbIE MONUTUKN OT 3KCNEPTOB
«PocTtenekom-Conap»

NHTerpaunsa ¢ DLP-cuctemon Solar Dozor



Solar addVisor — opraHusaumoHHoe

pasBUTUE M OLEHKa NPOAYKTUBHOCTY
TpyAa (EPM)

NMomoraeTt onTUMM3upPOBaTh yrpaBieHne opraHu3aumen,
nogpasaeneHnemM U cCoTpyaHmMkamm

PEWAEMbBIE SAOQAYU

OpraHunsaums paboynx NPOLECCOB 1 NOBbILLIEHWE
onepaumoHHON 3GPEKTUBHOCTHU

EanchmpOBKa YNCNEHHOCTU NepCoHana

K/TIOYEBbIE MPEMMYLWECTBA

OBBbEKTUBHOCTb

lNMpymeHeHne maTemaTn4yecknx MoOgenen nomoraeT
cdopmMupoBaTb EANHLIA NOAXOA K AOMKHOCTAM
1N KOMMEeTEHLMAM

®OKYC HA TMABHOM

Solar addVisor no3sonseTt paboTaTb C NPUYNHaMmn
npo6emM — OLUeHUBaTb NPOU3BOANTENBHOCTb
TpyAa 1 3aHMMaTbCsA OpraHnU3auoHHbIM PasBUTUEM

MOHVITOpVIHF aKTMBHOCTM NO KNOYeBbIM 3afa4yamMm

O6ecneyeHve TPyoOBOW AUCLUMNHDI

BE3OMACHOCTb

Bca cobpaHHas nHpopmMaLma XpaHUTCS

Ha cepBepax 3akasyuka u He nepepaeTcs B 0bnako,
KOHPUAEHUNaNbHOCTb IMYHOWN NePEnUCKn

N NEPCOHanNbHbIX AaHHbIX COXPaHaeTcs

NErKOE BHEAPEHUE

Solar addVisor He TpebyeT 3HaunTENbHbIX PECYPCOB
N BpeMeHW Ha BHeAPEHMe. AreHTbl ANns padoumnx
KOMMbIOTEPOB COTPYAHMKOB HE HyXaloTCs

B 60NbLLIOM O6bEME BbIYNCNNTENBHBIX PECYPCOB

N He BNUSOT Ha ygo6CcTBO paboThl



Solar inRights — ynpasneHune npasamu
poctyna nonb3oBartenen (IGA)

NomoraeT BbicTpouTb 3pPekTnBHbIE NPOLIEAYPbI UCNONMHEHUS
pernamMmeHToB, a Takxe NpodMnakTuKy U paccnegoBaHmne
WHUMAEHTOB B YaCcTU ynpaBneHus npasaMmm gocrtyna

PELUAEMBbIE
SAOAHUN

CHMXeHNE PUCKOB KNbepbe3onacHOCTH
N KOHTPOJb AOCTYNa K UHPOPMALUOHHbBIM
cuctemam

YnpaBneHne XnN3HEeHHbIM LMKNOM YYEeTHbIX
3anvceun n ponen

CokpalueHre n adPpekTMBHOE paccrnegoBaHme
WHUMAEHTOB, CBA3AaHHbIX C N3ObITOYHBIMMN
NOMHOMOYMAMM

BeicTpbin ayouT npas goctyna k IC
CHuxeHune Harpys3km Ha NT-cneunannctoB

M 3KCMEePTOB MO Knbepbe3onacHOCTU

CospgaHne eanHOro okHa no 06CAyXMBaHUIO
nonb3oBaTenemn

KJTIOMEBDIE
NMPENMYLWECTBA

ABTOMaTM3auUNA ynpaBneHna 0oCtyrnom
C NnoMoUlblo eOnHOro peLleHna

Y0oOHble BU3yanbHbl€ MHCTPYMEHTDI
aOMUHUCTPUPOBaHMUSA

BbicTpoe BHegpeHMe 3a cyeT WabnoHOB
KOHbUrypaumnm

Bbicokasa cTeneHb kacTomMmMaauum
nog Hy>Xabl KOMMNaHUn

KpynHenwasa komaHga |[dM B Poccuum

MNoppepxka NponpueTapHbIX U CBOOOOHO
pacnpocTtpaHaembix OC n CYB[

CeptudunumposanH ®CTIK Poccumn
1 BXOOMUT B peecTp poccumckoro MNO



Solar appScreener — ctatnyeckunm

aHanu3 6e30nacHOCTU NPUIOXEHUN
(SAST)

NMpoBoauT cTaTyecknn aHanma 6e30nacHoOCTH
MHPOPMALMOHHbIX CUCTEM U nNpunoxeHun (SAST),
npoBepss Kak UCXOAHbIM KOfA, TaK U UCNonHseMble dannbl

PELUAEMBbIE
SAO0A4UN

BbisBneHune ysazsumocten n HAB

AHanmMa NCXOQHOro Koga 1 NCnonHaembix ¢annoB
[MpoBepka yHacneaoBaHHOro un 3akasHoro MO
PaHHee obOHapyXeHne ys3BUMOCTEN

BcTpavBaHume aHanm3a koga B LMk 6e3onacHom
pa3paboTkm (Secure SDLC)

CHUXeHMe pUCKOB KnbepbesonacHoOCTH

[ToaroToBka OTYETOB B COOTBETCTBUM

¢ knaccudukauven Y ®CTIK Poccun, PCl DSS,

OWASP, HIPAA n CWE/SANS

KJTIOMEBDIE
NMPENMMYLWECTBA

MNoppepxka 36 93bIKOB MPOrpPaMMUPOBaHNS
1 9 dopmaToB MCMOMHAEMBIX Ppannios

BO3MOXHOCTb aHanmM3a bMHapPHOro Kkoga

MWHUManNbHbIN NPOLEHT NTOXHbIX
cpabatbiBaHUM

MNoHATHBIN MHTEpPdENC, HE TPEBYOLLNI
onbiTa pa3paboTku

Jlerkas nHterpaums B LMk 6e3onacHom
pa3paboTku

[eTanbHble pekoMeHpaunm
no HacTpownke WAF



HaunoHanbHbIM KN6EpnonuroH —
nosbilWeHne Ksanupukauum CoTpyaHMKOB
oTpacnu Knbepb6e3onacHOCTU

Cepsucbl HaumoHanbHoro kuéepnonuroHa

MOLAEJINPOBAHUE KOHCANTUHI MCCJIEAOBAHUE
KPU3UCHbIX CUTYALUN SALMNWEHHOCTHU
LEHTP NOArOTOBKHU MHOPACTPYKTYPHbIE

N CEPTUOUKAL NN PELWEHNA



Y10 Takoe HaumoHanbHbIN
Ku6epnonuroH?

MNpoekT B pamkax nporpammbl «Lludposas akoHoMuka»,

B XOf4e KOTOporo paspabtortaHa nnarpopma «Kubepmmp» —
«BUpPTYasbHasa cTpaHa» ¢ UudppoBbiMM ABOVMHMKAMM
peanbHbIX MHPPACTPYKTYP KOPNOPaTUBHOIO,
NPOMBILLIEHHOrO U PUHAHCOBOIrO CErMeHTa

PEWAEMbBIE 3AOAYU

O6bekTuBHas oueHKa 1 OTpaboTka HaBbIKOB AHanuns Bo3gencTeums kmbeparak
pearMpoBaHuns Ha Knbepartaku Ha TexHonormyeckme n busHec-nNpoLeccsl
MNocTpoeHne undpoBbIX ABONHNKOB A5 BHEOPEHUS BocnonHeHne HexBaTKN 3KCNePTU3bI

N anpobaumm HOBbIX TEXHOMOTMNN N PELUEHNN no Kkn6epbe3onacHoOCTU



Knio4yeBble npenmyLiecTBa
HaunoHanbHOro knéepnonuroHa

KoHuenuus BupTyanbHon
CTpaHbl C ULnMdpPoOBbLIMU
npeanpuaTuaIMu

o O

I

O6MeH akcnepTm3on n
yHUKanbHasa 6a3a akTyanbHbIX
yrpo3s Solar JSOC

Benpop Mb-nponykTos
B peecTpe otevecTtBeHHoro 10

HayuyHasi u MmeTogonormnyeckas
6a3a NOAroToOBKM N NPOBEOEHNS
KnbepyyeHun, npakTnyeckas

W oTpacneBas aKcnepTmaa

0 10
01

0 1
1101\

BocnpowunsBeneHue B undpe
OOHOrO NN HECKOMNBbKMX
PErnoHOB C CETbIO
npeaonpuaTum

TunoBOW NONUTOH

oT 50 pno 200 akTuBOB,
MakcuMarnbHbIA pa3mep
nonuroHa — 1500 akTnBOB



Solar NHTerpauns — KoOMnneKkcHble
peLleHns no KnbepdesaonacHOCTU

«Poctenekom-Conap» npepiiaraetT KOMMIEKCHbIA NOAX0A
K MPOEKTUPOBaHMIO, CO3AaHMNIO, CONMPOBOXAEHMIO

U pa3BUTUIO CUCTEM 6€30NacHOCTU B COOTBETCTBUA

C Tpe6oBaHNSAMM PETYNATOPOB, YYNTbIBasA NNaHbl

no undpoBM3aLmm n MmacluTabruposaHunio busHeca

PEWWAEMbBIE SAOAYU

1
3

PaspaboTka cTtparermm
pas3BMTUA KMbepbesonacHOCTU

BbicTpanBaHme npoueccos
KnbepbesonacHoCTH

4

CospaHue 3alWuLLLEeHHON
undposon cpeabl

OnTMmnsauusa pacxonos
W NOBbILWEHNE KavyecTBa



3KCNEPTHbIN KOHCAJTTUHTI
U KOMMJIEKCHbIVN AYOUT

KomnnekcHbin ayout
AHanms n oueHka pUCKoB
PaspaboTka cTtpaTternmn knbepbesonacHOCTH

BbicTpavBaHue npoueccos

SAWLNTA NMEPUMETPA
N NT-UHOPACTPYKTYPbI

3awmTa cetn

3awmnTa KaHaNoB CBSA3M

LLinio3 6e3onacHocTun

KomnnekcHas 3awmta pabounx CTaHLUN

3awmTa oT HECaHKUMOHMPOBaHHOIO
pocTtyna

3awmTa BMpTYyanmsaumm
3awmTa noYThl

3awmnTa oT NPOJBUHYThIX YrpPo3

3ALLUTA BUSHEC-NMPUTOXEHUN
N OAHHbIX

3awmnTta 6a3 gaHHbIX
3alunTa gaHHbIX Ha GanoBbIX XPaHUIULLLAxX

LLinppoBaHme ANCKOB N HOCUTENEN

BE3OMNMACHOCTb PABOYUX
CTAHUMUN

3awmTa paboumx cTaHumm n cepsepos oT BIMO
MpopnBrHyTas 3awmTa KOHEYHbIX CTaHLUI

3alnLIEeHHbIV JOCTYN C MOBUIIBbHBIX YCTPONCTB

3ALLUTA OHNANH-CUCTEM
N BEB-CEPBNCOB

3almTa oT BCeX BUOOB aTtak

AHanus koga

KOMMMNEKCHbIA KOHTPONb
e 3ALMILEHHOCTH

BbiiBNeHve 1 KOHTPOSIb YA3BUMOCTEN

TeCTI/IpOBaHI/Ie Ha NPOHUKHOBEHNE

— YNPABJIEHVUE AOCTYNOM
%_JJ ynpaBneHme npaBamMuy goctyna

MHorodakTopHas ayTeHTudmKaums

YnpaBneHne npuBmMIerMpoBaHHbIMU
nonb3oBaTenaMmm

YMNPABJIEHUE
KUBEPBE3OIMACHOCTbIO

YHpaBneHme MHUMnOEHTaMun
yl'lpaBJ'IeHI/Ie npoueccamu

YnpaBneHvne ceTeBon 6€30MacHOCTbIO

KUBEPBE3OIMNMACHOCTb
OBBbEKTOB KN U ACY TI

OBECIMNEYEHUE COOTBETCTBUA
TPEBOBAHUAM PETYNIATOPOB

TEXHUYECKA4A NMOAAEPXKA
N CONPOBOXAEHUE 24/7



Knio4yeBble npeunmyLiecTBa

Solar UuTerpauus

Bonbwon onbiT peanusauum
npoekToB $penepanbHOro
MacwTaba

[ns rocypapcTBEHHbIX OpraHn3aumi 1 KOMMepPYECKMX
KOMMaHUM U3 pasHbiX oTpacnen

BbinonHeHue
TeppuTopuasnbHO
pacnpeaeneHHbIX NPOEeKTOB

Enaro,u,apﬂ NPUCYTCTBUIO KOMMNaHNA
«POCTeJ‘IeKOM—COﬂap» BO BCEX pernoHax Poccun

Hanunyne co6cTBEeHHOM
MEeTO[0/I0rMKn ynpaBneHus
npoekTamm

C yyeToM Tpe6oBaHUN MEXAYHAPOAHBIX U POCCUNCKUX
CTaHO,apPTOB KOPMNOPaTMBHOrO MEHeAXMEHTa

Peanunsauus npoekTtoB cunamm
3KCNepToOB C pa3HOMNIaHOBbIM
OnbITOM

Heo6xoamMmbiM Ansl BbIMOMHEHNS CNIOXHbIX
M MHHOBAaLUMOHHbIX 3apgayv

AkKTuBHOE y4yactume
B 9KCMNEPTHbIX rpynnax
perynatopos

Mo paspaboTke Tpe6oBaHUA U METORUYECKNX
OOKYMEHTOB

Bbi6op onTmManbHbIX
CpPeAcTB 3aWwmThl ANs
peLleHnsa KOHKPEeTHbIX 3agad

M3 Wwnpokoro nepeyHs NpoayKToB POCCUNCKMX
1 3apy6eXHbIXx BEHAOPOB



DKCnepTnusa n onbIT
«PocTtenekom-Conap»



NHnumnatmsbi
«Poctenekom-Conap»
B Pa3BUTUU OTpacnum
KubepbesonacHocTu

MNepBbIM 1 KpynHenwnn B Poccun
KOMMepYeCKn LLEHTP NPOTMBOAENCTBUSA
Knbepartakam

CosgaHne CUCTEMbI PaHHETO OMOBELLEHUS
O knbepyrposax

NoBblleHne kKBanuduKaLmm CoOTpPYAHNKOB
oTpacn knbepbe3onacHOCTH

o NoBbIWEHMIO KUOEPTPaMOTHOCTH
HaceneHus

N nepenogrotoBka cneumanncToB
no kmbepbe3onacHOCTH



PeweHune 3apavd

HauMOHaNbHOINro MaclwTtaba

@ OpraHusauusa 6e3onacHoro
uHtepHeTa B 45 000 wkon
no scen Poccun

CospaHune cucTeMbl 3aWwuThbl AN NPeaoCTaBneHns
6e3onacHoOro NHTepHeTa B 06pas3oBaTesibHbIX
yypexpaeHuax B 85 cybbektax Poccunckon ®epepaumn

O6ecneyeHue 6e3onacHOCTU
YeMnuoHaTta Mupa
no ¢yt60ny FIFA 2018

Oka3aHve onepaurOoHHbIX CepPBUCOB
KkmbepbesonacHoCTU 1 obecneyeHve
B3anmopemnctema ¢ focCOMKA

Ha pas3nu4YHbIX O6beKTax

C KomnnekcHas
@1 6e3onacHoOCTb AN
MeHnpokypatypbl PO

PasButre n TexHuueckas nogaepxka 3alULLEHHON CETU
no Bcewn cTpaHe n obecneveHune 6eszonacHoctn 20 000
pabounx MecT COTPyAHUKOB BEAOMCTBA

é% Be3onacHocTb
@ MocypapcTBeHHOM eanHOMN

o6na4yHon nnatpopmbl (FEOIM)

Obecne4vyeHune knbepbesonacHOCTH Npu Nepesoae
MHGOPMALMOHHBIX CUCTEM deaepasibHbIX OPraHoB
ncnonHuTtenbHon Bnactu B F'EOM

3awumueHHas cetb
ansa Cyae6bHoro
AenapTtaMmeHTa

[MocTpoeHne 3aWwuLLEHHON CeTU Nepeaayn gaHHbIX
MeXpy reopacrnpepeneHHbIM1 NioLLagkamMm no Bcemn
Poccun Bcero 3a nonropa

g@b 3awuTa NT-nHdpactTpyKkTypbl

EovHoro npaBuUTeNIbCTBEHHOroO
KOMMJ/1eKca

O6ecneyeHue 6e3onacHocTy UT-nHbpacTpyKTypbl
o¢ucHoro 3gaHmsa u LO[ B HOBOM eauHOM KoMMsiekce
ons ¢epepanbHbIX OPraHOB UCMOIHUTENBHOW BNacTu



PeweHue 3aga4y KpynHenLwmnx
POCCUUCKNX KOMMNaHUNN

Camoe macwtabHoe BHeapeHue 3awmTa OT BHY TPEHHUX
CUCTEMbI NPEeROTBpPALLEHUSA 5 yTeyek psiga permoHanbHbIX
yTeyek B Cbepe npeanpuatun «fasnpoma»

O6ecneyeHne 6e30nacHOCTU MHGOPMALMOHHBIX
aKTMBOB BCex noppaspeneHnn Céepa

Ha Tepputopun P® n moHutopuHr 250 000+
pabouunx ctaHUmMn

BHeppenne DLP-cuctemsl Solar Dozor,
obecneyrBalowen KOHTPOSIb KOMMYHUKaLUA
COTPYAHMKOB A1 MUHUMU3aLMN
3KOHOMUYECKOTO yLiepba

LleHTp oneparnBHoro
ynpaBneHns u pearupoBaHuns
Ha HumpaeHTbl «PCK EQC»

an
1

q

KomaHnpa Solar JSOC nomorna 3anyctuts LLOYP UB
B CXaTble CPOKM MO CePBUCHOM Modenu

Fﬁ 3awuTta egmHOMN
TeNeKOMMYHUKaLUNOHHOW
ceTu ansa otoeneHun BTb

LleHTpanusoBaHHOE pa3MelLeHne Bcex
MHPOPMaLMOHHBIX CUCTEM GaHKa B €AUHOM
3awmweHHoM UT-npocTpaHcTBe No BCen CTpaHe

Knbeparak ans «TpybHowm

MeTtannypruyeckon KomnaHmmn»

Co3paHHbIV LEHTP OTCNEXUBAET yrpo3bl 6e30nacHOCTU
1 NpepoTBpaLlaeT aTaku Ha MHGPaACTPYKTYpPyY BCEX
kntoyeBbix npegnpuatun TMK

[ b/ Komnnekc cepsucos

| ansa sawmutol NK «CoppyxecTeo»

oT Kubeparak

«PocTtenekom-Conap» o6ecneunBaeT kubepbe3onacHoCTb

Ha BCex aTanax: OT HaCTPOWKN U MOHUTOPUHIra CUCTEM
00 aKTUBHOIro NPOTUBOAENCTBUA aTakam

L~  CospgaHue UeHTpa MOHUTOPUHra



Hawm KOHTaKTbI

LleHTpanbHbI oduc

125009, MockBa, Hukutcknm nepeynok, 7cf
+7 (495) 755-07-70

solar@rt-solar.ru

rt-solar.ru

[eorpadua «Poctenekom-Conap»

MockBa

Hukntckun nep., 7, cTp. 1
Bsartckas yn., 35/4, BLL «BaTka»

Camapa

Monoporeappgenckas yn., 204,
BL, «B3J1 Mnasa»

HwxHun Hosropop

KasaHckoe ww., 25, kopn. 2, BLL «PeHo»

Tomck

Komcomonbckun npocn., 70/1

CaHkT-lNeTepbypr

yn. CaByLukuHa, 126,
BLL «AtnanTuk Cutmn»

Poctos-Ha-[oHy

JdonomaHoBckui nep., 700,
BbL, «[Bapgenckmn»

XabapoBck
yn. CepblweBa, 56

MNxeBck
yn. JleHnHa, 21, BL, «®opym»



PocTtenekom
Conap
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