UHOODPOPYM 1-4

27 MEXXPEMVIOHAJIbHAA KOH®EPEHLA MO MHPOPMALMOHHOMN MIONS 2025
BE3ONACHOCTU B CMBUPCKOM ®GEAEPATIBHOM OKPYTE

1 uronas 2025

06:10 - 11:00

ITPUBBITUE YYACTHUKOB B KEMEPOBO, PACCEJIEHUE
PA3HUIIA BO BPEMEHM MEXKIY MOCKBOM 1 KEMEPOBO + 4 YACA.

14:00 - 17:00

3HAKOMbBTECDH, KEMEPOBO!
3HAKOMCTBO C TorPOOOM, IIOCEMEHUE UCTOPUYECKHUX U KYJIIbTYPHBIX
OBBEKTOB.

2 uroisa 2025

09:00 - 17:00

PETUCTPALINA YYACTHHUKOB U PABOTA BbBICTABKH «KUBEPJ3KCIIO-2025»

10:00 - 11:45

NHOOPMAIINOHHASA BE30OITIACHOCTD - OOUH U3 CTPATETUYECKHX
HAIIMOHAJIBHBIX ITPUOPUTETOB. COBPEMEHHDBIE BbI30BbI U PEIIIEHUA
IIJIEHAPHOE 3ACEJAHUE MEKPETMOHAJIbHOM KOH®EPEHIIUHN «MH®O®OPYM-
KY3BACC»

[IpuMepHEbIe BOIIPOCHI:

1.BcTynuTenpHOE CIIOBO TIOJTHOMOYHOTO IpefcTaBuTens [Ipesugenta PO B Cubupckom denepaabHOM
OKpyTe.

2.BcrynutensHoe cnoBo ['ybepHaTopa Kemeposckoii o6imactu - Ky3bacca.

3.lleHTpanbHEE 3afaun B chepe nHGOPMAIMOHHOM 6e30macHoCcTH B Poccuiickon ®enepaliuu.

4. AKTyanbHBEIE BOIIPOCH obecrneyeHrss HHPOPMALMOHHON 6€30IIaCHOCTY OPTaHU3aIui ¥ TPaXKaaH B
Cubupu.

5.0CHOBHBIE PeIlIeHUS ¥ MEPCIeKTUBHEIE 3afayu B chepe nHGOpMaLrOHHOM 6€30IIaCHOCTH B
Kysbacce.

6.ITpo6eMHEIe BOIIPOCH B chepe 0e30macHOCTH 00heKTOB KPUTHUECKON HHPOPMAaIIHOHHOK

AHPPaCTPYKTYPHL.



7.Peienus Oisi co3ganus 6e30macHo nHOOPMAIMOHHON Cpebl NesTeTbHOCTH OPraHu3alui U
rpaxpnaH B peruoHax Poccunickon ®enepanuu.

8.ITpob6nemMa HexXBaTKH KafipoB B chepe HHPOPMaIlMOHHOM 0€30IIaCHOCTH: HAIIPABIIEHUS €€ PeIleHNs
B By3ax Poccuu ¥ yyacTue KOMMePYECKUX OpraHu3anuu.

11:45-12:00

4-U KYBOK MH®OPMAIIMOHHOM BE30IACHOCTH PETUOHOB
HATPAXKIEHHUE.

O3HAaKOMHTHLCS C HOMHHAIIUSIMH U TpﬂﬁOBaHI/IHMI/I OJIdA MMOJa4YH 3aABKH

13:00 - 15:00

BE30IIACHOCTh OB bEKTOB KPUTUYECKOA MHOOPMAIIMOHHOM
NHO®PACTPYKTYPbLI
TEMATUYECKASA CECCHUA 1.

Bonpochkl Ansd pacCMoOTpeHUs:

1. O HOBbIX pelueHmnax n npobaemax MHHOPMaLMOHHON 6€30MaCHOCTU 0O6BLEKTOB KPUTMUYECKON
NHMOOPMaLIMOHHON MHPPACTPYKTYPbI.

2. Kputuyeckme yrpo3sbl MHpopMaumoHHon 6e3onacHocTn 06bekToB TIK, NPOMbILLAEHHOCTH,
TpaHcnopTa, CBA3MN N (OMHAHCOBOr0 CeKTopa. MpakTnKa B3auMOAENCTBUA FOCYAapCTBEHHbIX
pPerynsaTopoB v LEHTPOB MOHUTOPUHIa 6€30MaCcHOCTN KPYMHbIX KOMMaHWM.

3. WudopmarmonHas 6€30MaCHOCTh PETHOHOB: YTO CaMOe BasKHOe U CUCTeMHO HeoOxomumoe B UB
g 00rexToB KUU.

4. OnbIT Knaccugukaumm obvekToB KU megnumHckon cnctemsl cybbekTa PO.

5. OcobeHHOCTN peannsaumm Mmep rno NAeHTUMUKaLMM N ayTeHTUduKaLmm Ha obbekTax KUN.
NHTennekTyanbHble Nb-pewwenna ona KUN.

6. OTeyecTBeHHble NGFW 1 Bonpockl ceTeBon 6e3onacHocTn obbekTos KUN.

3awmTa oT BHYTpPeHHMX yrpo3 b kak o6s3aTenbHbIn 3neMeHT 3awwmnTel KN,

8. PeweHuns 6e3onacHocTn obnayHbix cepucos ans obvekToB KUN.

~

B KayecTBe MOAEepaTOPOB NPUraaLlaTCA:

o UBaHOB Anekcel BraguMupoBUY, 3aMeCTUTEIb TUPEeKTopa HalmoHaIbHOTO
KOOPAMHAIIMOHHOTO LIeHTpa 0 KOMIbIoTEPpHEIM HHIMAeHTaM (HKIIKH);
e IIpencraBurens PCTIK Poccuu mo CubdO.

13:00 - 15:00

HAIEXKHBIE 3JIEKTPOHHBIE CEPBUCHI [IJI1 OPTAHU3ALIMM U TPAXKITAH
TEMATUYECKASA CECCHUA 2.

Bonpochkl Ansd paccCMoTpeHus:

1. SHGKTpOHHOG IIPAaBUTEJIECTBO: YCIIOBUA OJIA HadE2KHBIX 3JIEKTPOHHLBIX YCIIYT OJIsA opraHH3au1/1171


https://infoforum.ru/4-j-kubok-infoforuma-kubok-informacionnoj-bezopasnosti-regionov
https://infoforum.ru/participant/ivanov-aleksej-vladimirovich-2

¥ rpaxpnaH B cyObekTax Poccuiickoi ®emepaliiy ¥ opraHax MyHUIIAIIAIBHOTO YIIPaBIEHUS.

2. Jly4ire poCCHUCKHE CUCTEMBI 3JIEKTPOHHOTO JOKYMEHT0060pOTa. PelreHust BOIIPOCOB 3aIUTHI
NaHHBIX OPraHU3aluil ¥ COTPYIHUKOB.

3. Bompochl KOHTPOJIS ¥ 3aLIUTEL 9JIEKTPOHHOM IIOYTH], MECCEHIKEPOB, GOPYMOB, KOPIIOPATUBHEIX
xpanunuil gasHbx (KX]T).

14:00 - 18:00

KUBEPYYEHUA «<MH®OP®OPYM-KY3BACC»

[TpoBomsaTcs coBMecTHO C AO «[IepCreKTUBHBI MOHUTOPUHT ».

15:00 - 17:00

CUCTEMbBI ABTOMATHU3AIIUU B OHEPTETHUKE U ITPOMBIINIJIEHHOCTH -
OTEYECTBEHHDIE PEHIEHUSA OJIA 3AIIATHI JAHHDBIX
TEMATUYECKASA CECCHUA 3.

Bompock! g pacCMOTPEHUA:

1. TeHpmeHIMYM Pa3BUTUS CUCTEM yIIpaBieHUs WHIUAeHTaMu Kubepbe3omnacHoctu ACY TII Ha
MPEeANPUATUSIX ITPOMBIIIIEHHO-9HEPTeTUYECKOT0 KoMIlIeKca Poccuu.

2. OteuecTBeHHble DLP-cucTeMBbI A1 TPeOOTBPallleHus yTeueK JaHHbIX. HoBBIe 3afjaum 1
pelleHyns B KPYIIHBIX TEPPUTOPUAJIBHO pacipefeieHHBIX KOMIIaHUSIX.

3. CoBpemenHble SIEM-CHUCTEMEI - CUCTEMBI CO0Opa, MOHUTOPHUHTA U aHaIN3a COOBITUM
6e30MacHOCTH B pPeKUME pealbHOro BpeMeHU. JIUgupyolue pOCCUNCKYe pelleHus.

4. HampaBneHus pa3BuTus oTeuecTBeHHBIX ERP-cucteM u Bompock 6e3onacHoctu CYB]I mms
3aMUTH KOHGUOEHITNAIBHOM HHGOPMAIIUH.

5. Bompochl aBTOMaTHA3alUU pacCllefoBaHUN ION03PUTENIBHEIX eUCTBUYA COTPYAHUKOB.

6. JloBepeHHHBIN UCKYCCTBEHHBIN MHTEIJIEKT U MTePCIEeKTUBHEIE TEXHOJIOTUY 00eCIeYeHus
Kn0ep0e30macHOCTH.

15:30 - 17:00

BHEJOPEHUE IU®POBbLIX CEPBUCOB B NEATEJIBHOCTb HEHTPOB
IMPEJOCTABJIEHUA TOCYJAPCTBEHHBIX 1 MYHUIIUIIAJIBHBIX YCIIVT
TEMATUYECKASA CECCHUA 4.

TotoBuTCS cTpyKTypaMu IIpaBuTenbcTBa Kysbacca.

19:00 - 22:00

TOPKECTBEHHBIH JEJIOBOM V2KUH IJISI YYACTHUKOB «<AH®OPOPYMA-KY3BACC»




3 uroast 2025

10:00 - 12:00

VMIIOPTOHE3ABUCHUMOCTH B COEPE MH®OPMAIIMOHHOM BE30IACHOCTH:
YCIIEXH X HOBBIE 3AJAYH
TEMATUYECKASA CECCHUA 5.

Bompock 0id pacCCMOTPEHNU:

1. Pa3BuTHE 0TEUECTBEHHLIX TPOTPAMMHLIX ITPOAYKTOB U pelleHuu st 06ecreyeHus
Kn0ep0e30macHOCTH rpaXxkaaH U OpraHu3alni.

2. HNoBepennble [TAKY - OIIBIT 3aKyIIKU ¥ BHEIPEeHUS, IP0OJIeMHEIE BOIIPOCH.

3. TlpakTu4eckue NpUMepHl UMIIOPTO3aMellleHus 3apy0eKHBIX peleHuii B obnactu Ub Ha
0Te4YeCTBEHHbIE PelleHus OIS KPYIHbIX IPOMBILITIEHHBIX TPEANPUSITHM.

4. OTeyeCTBEHHbBIE CHCTEMBI XpaHEHUS U Pe3ePBHOTO KomupoBaHus nHGopmanuu. ObecredeHue
OOCTYIIHOCTH MH(POpPMAIMU U 3aLIUTH JaHHBIX.

5. OmBIT UMIIOPTO3aMellleHusI CUCTEM yIpaBieHus MT-akTuBaMu U HETIPEePHIBHOCTLIO OU3Heca.

6. OTedecTBeHHBIE aHAJIOTH YIIEAIINX CEPBUCOB U InaTdopM o KubepOe30macHOCTH.
9kcneptHbie cucteMnl (XTI, barbayatu, NGFW).

7. be30omacHOCTh KOHTEMHEPHBIX CPefl: BBI30BHL U pelieHus ansa UT.

B KayecTBe MOIepaToOPOB MPUTIAIIaTCA:

e MacnoB Bragumup AaapeeBud, nupektop [enapraMenTa uu@poseix TexHonoruu TIIIT PO,
yneH Oprkomureta Mudodopyma, unern Ob1ecTBEHHOTO coBeTa Tpu MuHuudpsl Poccun.

e KoctyHoB Unbsa EBreHbeBHY, 3aMeCTUTENb TeHEPaIbHOTO fUpeKTopa Poccuiickoro ¢hoHma
pa3BuTusa nHGopMaIrmoHHbX TexHonoruu (POPUT), unern Oprkomuteta Madodopyma.

12:00 - 13:30

IMOATOTOBKA HOBBIX YYEHBIX U CIIELTUAJINCTOB - BbI3OBbI HOBOI'O BPEMEHH
TEMATHUYECKASA CECCHUA 6.

Bonpockl Ans paccMoTpeHus:

1. NHpopMaumoHHasa 6e30NacHOCTb - KOMMJIEKCHbIE MPobaeMbl, UHTEPECHbIE HOBOMY MOKONEHNIO,
HY>XHble Jia Poccuw.

2. Benyuwue By3bl Cnbupu, Ypana n JanbHero BocToka: TpaAnLMOHHbIE N HOBblE HAaNpPaB/IeHNS
NOAroTOBKW Kanpos B cchepe UT, b n NIA.

3. Bonpocbkl BocTpeboBaHHOCTU cneymanuncToB. Yyactme seaywmx UT-komnaHuin. OnbiT paboTsl
KOPropaTUBHbLIX YHUBEPCUTETOB U LIEHTPOB.

4. MpefcTaBsieHME NPOEKTOB MOJIOAbLIX CheunanncTos B 061acT MHGMOPMaLMOHHON
6e30nMacHOCTY, KOTOPbIE AO/KHbI 3aNUHTEPECoBaTb.

14:00 - 16:00


https://infoforum.ru/participant/maslov-vladimir-andreevich
https://infoforum.ru/participant/kostunov-ilja-evgenevich

IMOCEMEHUE MTPOMBIIIIEHHBIX IPENIPUATHN U OB bEKTOB IIU®POBU3ALIUH
KY3BACCA
IOCEIMEHUE MPENNPAATUN OPTAHU3YETCH I10 IPYIIIIAM.

4 nronasa 2025

07:10 - 10:00

OTBE3[1 YHACTHUKOB UH®OP®POPYMA N3 KEMEPOBO



